Q & A from Meteor Security Officer Calls 

The Meteor Advisory Team organized a series of conference calls in May of 2002 to help participants understand how Meteor addresses issues related to Authentication and Security.  The calls were well attended and informative.  Questions posed by participants and the answers given were accumulated during the calls, and are published below.  Some of the answers have been modified from those given verbally during the calls to make them clearer or more complete.

Four additional documents are included for reference in conjunction with the answers:

· The Meteor Participant Certification

· The Meteor Privacy Analysis

· Meteor Authentication Levels

· Meteor Authentication Process Flow 

1. Q: Will Access Providers be responsible for security breaches and incur Liability?

A: If a Meteor participant intentionally uses the Meteor network for purposes outside its intended scope they are potentially in violation of federal law under the GBL Act.  For additional information refer to the attached Privacy Analysis..
2. Q: What if an Access Provider modifies the software and it contains a flaw?

A: If a Meteor participant determines that they have implemented code that is corrupting the network they should immediately stop using Meteor until the problem is resolved.  If it is determined that a Meteor Participant is corrupting the network, that participant should be notified immediately and stop using Meteor until they have resolved the problem.  If the participant continues to corrupt the Network or present erroneous information, they will be disallowed access to the network.

3. Q: Is there potential for overlap between an FAP who is also a borrower?

A: Potential overlap, but they should only be using the system for the role they are performing at that time, i.e., if at work, should only be using as an FAP.  There is criminal liability for using or accessing the Meteor information fraudulently.  

4. Q: Can a Data Provider request a higher level of authentication from an Access Provider?

A: Yes, via the “bump” process (increasing level of authentication through a 3rd party Authentication Provider).

5. Q: Can a Data Provider shut down or deny access to a specific Access Provider?

A: No, but they can deny access based on an insufficient authentication level.  The ability to block a specific AP, would have to be done outside the Meteor software, and is prohibited by the Meteor Participant Certification they sign.  If it is determined that an Access Provider must be denied access, for instance if they ignored warnings to correct a programming flaw, this could be done by updating the Meteor Registry. 

6. Q: Is there something being worked on (in the agreement) to keep someone from discriminating against a certain Access or Data Provider.

A: The Meteor Participant Certification specifically states that Data Providers may not discriminate against any Meteor participants, except that they may deny data based on Level of Assurance.

7. Q: Are most of the Data Providers going to request an authentication level that requires a PIN or password?

A: Virtually all Data Providers will require a password for FAP access.  We are also all heading in that direction for borrower access.  Most Access Providers will probably have a level 3 authentication process. (see attached Authentication Levels document for more information).

8. Q: Is the assumption that the Access Provider, when assigning passwords, will check the collected user information against outside sources, to verify the information provided before issuing a password for access to Meteor?

A: Yes, it is assumed that information entered to obtain a password would be validated against information already on the Access Provider’s system, or against outside sources.  Access Provider’s procedures for creating and issuing passwords or PINs will be reviewed as part of the registration process.  These procedures will, in part, determine the Level of Assurance they are assigned in the Meteor Registry.  If the Access Provider does not incorporate in the password/PIN process the ability to link a user password or ID to a specific identifiable individual, they would not be assigned an Assurance Level adequate to access all data available on the network.

9. Q: If you are an Authentication Provider and not an Access or Data Provider, how do you know about the user?

A: Authentication Providers may be any entity that only provides authentication services so they are not required to be Access or Data Providers in the Network.  They would certainly need to have some form of relationship with the user in order to authenticate that user.

10. Q: Who will maintain the assurance level and how does the level get bumped?

A: The level of assurance is specific to the individual user. If level is increased through the bumping process, the participant that performed the higher level of authentication (bumped), must be in the registry as an authorized Authentication Provider at that level of Assurance.

11. Q: What time period is the bump effective for?

A: The level of assurance only exists as long as the session is active.  As soon as the person signs off or drops off the network, the person would have to “re-bump” after they signed on again.

12. Q: Does the user come back to the original Access Provider server after they receive a bump somewhere else for the request to go out to the Data Provider?

A: Yes.

13. Q: Would the Authentication Provider have a shared secret with the user for the bump process?

A: Yes, assuming they are able to provide level three authentication.  It would make little sense to participate as an Authentication Provider otherwise.   

14. Q: Where is the FAP unique ID passed in the process?

A: It is passed by the Access Provider’s API as “opaque ID”.  This value would mean nothing specific other Meteor participants, but allows the Access Provider that authenticated the user to identify the specific individual.

15. Q: What is the retention period for logging responses and the authentication assertions?

A: It has not yet been determined whether a minimum time for retaining this information will be required.

16. Q: Can a DP choose to release a smaller portion of data to someone at a level 2 rather than require them to bump up to level 3?

A: No. The request would not reach the Data Provider, since the Access Provider software knows that the Data Provider requires a level 3 (from the registry).

17. Q: What happens if the signatures or keys are compromised?

A: The Meteor Participant Agreement requires that the owner of the compromised key immediately terminate Meteor connectivity, report the occurrence to the Meteor Advisory Team through designated administrative channels, and work with the MAT to address the problem and restore connectivity.  If the MAT becomes aware of the situation independently of the owner of the compromised key, and it is determined that a participant should be denied access to the network, it would first shut access off via the Index Providers, and then deactivate the participant in the Meteor Registry.

18. Q: Is the SSL hardware or software based?

A: Software based.

19. Q: Does an FAP access Meteor with a student’s SSN?

A: An FAP would access Meteor using their individual User ID and Password.  The student SSN is entered after the FAP has been authenticated and is requesting data from the network

20. Q: Is any authentication data carried in the URL?

A: No, All authentication data elements are carried in a SAML defined Authentication Assertion. 

21. Q: Are we going to be the Certificate Authority?

A: Certificates will be acquired from authorized third party Certificate Authorities such as Verisign. 

22. Q: Who will be handling revocation?

A: The process and procedures are currently being developed.  The actual organization that will be performing this function has not yet been identified.

23. Q: Are there any minimum encryption standards?

A: The minimum acceptable encryption level will be based on what the High Performance Channel uses and that it is currently 128 bit.  We will be accepting  Verisign as a Certificate Authority, however other Certificate Authorities may acceptable.  

24. Q: Will we create a list of acceptable Certificate Authorities that we will accept certificates from?

A: Yes.

25. Q: Are there any plans to increase certificate encryption to 1024?

A: Meteor encryption minimums will be defined by the requirements of the High Performance Channel.  If at some point the High Performance Channel moves to 1024 bit encryption, then so must Meteor.

26. Q: Will we allow users that already have PKI certificates via Verisign to use those?

A: Yes, we created the role of Authentication Provider for that scenario.

27. Q: Does it matter if you write the authentication API in NT or Java? 

A: The MAT is currently discussing the advantages of creating an API shell program Which Access Providers can use as a base for linking their individual authentication processes into Meteor.  It is not determined what tools will be used in creating this shell, but the User may choose to use this shell or create their own API using any tools they choose.

28. Q: What malicious activities do we think we will have to contend with, specifically at the Access Provider site?

A: We have discussed scenarios in which an unauthorized user is attempting to access Meteor via an Access Provider.  In this scenario it is expected that the Access Provider’s authentication process would deny the end user access.  We have also discussed scenarios where an Access Providers may be performing functions outside the intended use of Meteor – such as mining data for other purposes.  We have attempted to deal with this potential event from a policy standpoint, and by defining revocation procedures. Lastly, We are in the process of identifying and hiring a 3rd party to do a threat analysis of the authentication process.

29. Q: Will the registry be encrypted or secure (local copy)?

A: It will be on an LDAP server, so you should locate the registry inside of your firewall.  It should be noted that it is difficult to tamper with the registry because requests are verified via the local registry of all participants and the local copies of the registry are replicated regularly. We haven’t defined the replication rate at this time (as far as how many times during the day).

