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1. Overview

The provider software of the Meteor system is coded in Java and intended to run on an
application server that supports Java (e.g. Tomcat).

Implementing Meteor on another platform such as .NET will most likely require a rewrite
of the Meteor implementation. The purpose of this document is to provide tips and
resources to help development teams create their own implementation of any Meteor
provider software.

Before reading this document, the reader is highly recommended to read the other Meteor
documentation to acquire a full understanding of the network. Understanding the open
source Java reference implementation may also help with writing a custom
implementation. The reader is also recommended to install the Meteor Java
implementation for development testing.



2. Provider Summary
Consider this diagram of the Meteor 4.0 architecture:
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The following providers can be implemented on an alternative platform:

e Ul Provider

The Ul Provider contains the external-facing Ul of the Meteor system. It handles
user authentication and gets data from a Meteor Access Provider via web service.
The Ul Provider contains a sub-component called a Token Provider that provides

the credentials of the authenticated user.

e Access Provider

The Access Provider software communicates with the Index Provider and Data
Providers to get loan data and aggregates the awards with duplicate loan and best




source logic. The Meteor 4 Java implementation is able to request data from Meteor
3 and Meteor 4 Data Providers.

If the Access Provider must be implemented on an alternate platform, it is highly
recommended not to re-implement the best source and duplicate loan logic. This
logic is encapsulated in its own Java library - if possible, this logic should be invoked
from the alternate platform using a platform-specific Java bridge framework.

Data Provider

The Data Provider software returns data for a requested SSN. The Meteor 4 Java
implementation contains a backwards compatibility layer to return data to either
Meteor 3 or Meteor 4 Access Providers.

If data must be accessed using an alternate platform but the provider software itself
can still run on Java, consider a built-in or custom implementation of the
DataServerAbstraction interface that communicates with the alternate platform
remotely (e.g. RemoteDataServer).

3. Ul Provider

If only the user authentication component must be run on a platform other than Java, a
built-in or custom TokenProvider implementation can authenticate users with the remote
system (e.g. Shibboleth, which has a .NET implementation. See the Meteor Shibboleth Guide
for details). Otherwise, the Ul provider will need to be implemented from scratch.

[f the Access Provider must also be a custom implementation, the Ul Provider and the
Access Provider may be merged. To merge the Ul and Access Providers, skip to the Access
Provider section.

3.1 Implementing a Token Provider

To authenticate on a different platform than Java, do the following:

1) Ifit does not already exist, create the authentication system that will authenticate

Meteor users (e.g. Shibboleth).

2) InJava, implement a Token Provider that retrieves user credentials from the

authentication system. An example is the ShibbolethTokenProvider in package
org.meteornetwork.meteor.ui.token. See the Meteor TokenProvider Implementation
guide for details.



3.2 Implementing a Ul Provider

The Meteor Ul Provider software is the only part of the Meteor network that is exposed to
end users. It communicates with Meteor Access Provider software to get data from the
Meteor network. Therefore, programmers must do the following:

e Restrict access to the Ul provider implementation to authorized users
e Communicate user credentials and queries to an Access Provider instance.

Communication with an Access Provider occurs via the AccessProviderService web service
hosted by the Access Provider software. (See Appendix A for details.) Any custom Ul
provider must implement a client of the Access Provider web service. (For instructions,
refer to a web services framework designed for the Ul Provider’s platform.)

The AccessProviderService exposes two operations:

e FindDataForBorrower

Returns an XML response containing the Borrower view of loan data (best source
logic applied, duplicate loans removed).

e FindDataForBorrowerWithConsolidated

Returns an XML response containing the Borrower view of loan data, as well as all
loan information (including duplicates) to display on the FAA Consolidated View
screen.

When building the web service client, the following additional considerations must be
made:

1) The Access Provider web service uses public key authentication to verify the Ul
Provider is allowed to make requests. The Ul Provider must sign all SOAP requests
using its private key (following the WS-Security standard) and the Access Provider
must have the Ul Provider’s public key in its configured trust store. (See the Meteor
Implementation Guide for details.)

2) Other web services require a SAML assertion to be attached in a WS-Security
header. The AccessProviderService, however, accepts attributes that go into the
SAML assertion as parameters in the message body. (See the AccessProviderService
WSDL “tokenAttributes” complex type). This is because the user may be
authenticated by any implementation of the TokenProvider interface, but the Access
Provider must take these attributes and compose a SAML assertion for requests to
other providers.




For a compliant UI Provider implementation, pass all user credentials as these token
attributes. Provide as many attributes as possible; some are required depending on
user role. See the Meteor Implementation Guide for more details.

4. Access Provider

The Access Provider is the most complex piece of the Meteor network. It is responsible for
contacting Meteor Index Providers and Data Providers and filtering awards by duplicate
loan and best source logic.

The Java reference implementation follows these steps. Below each step are notes on
implementing on an alternative platform:

1)
2)

3)

4)

5)

Receives request for data from Ul Provider
Verifies request signature and data

If the Ul Provider and Access Provider must both be custom implementations, they
can be merged and these first two steps become moot. Otherwise, the Access
Provider must host the AccessProviderService web service as defined by its WSDL
in Appendix A. The Access Provider must validate the signature of each request to
ensure it comes from the Ul provider, and it must collect the user’s Meteor
attributes to create SAML assertions with.

Queries Meteor Registry for Index Provider connection info

The Meteor Registry hosts a web service to access registry entries. Like the other
Meteor web services (except AccessProviderService), requests to the Meteor
Registry must be signed and include a SAML assertion with the user’s Meteor
attributes in the WS-Security header. The request must be signed with the
certificate the Access Provider registered with the Meteor Registry. See Appendix A
for details.

To get index provider info, see the GetIndexProviders operation.

Queries Index Provider for list of Data Providers

The Index Provider software hosts the IndexProviderService web service. An Access
Provider sends a signed request with the query SSN and a SAML assertion with the
user’s Meteor attributes in the WS-Security header. The Index Provider returns a list
of data providers and their loan locator info (see Implementation guide for more
info on Loan Locator). See Appendix A for details.

Queries Data Providers for loan data



6)

7)

Meteor 4 is built to be backwards compatible with Meteor 3 with a translation
framework, designed to streamline development of future backwards compatibility.
Custom implementations must also support backwards compatibility if they wish to
support older versions of Meteor.

The Access Provider queries the registry for the connection info of each Data
Provider (see GetDataProvider and GetAllDataProviders). For each Data Provider,
the following additional steps are performed:

a. The software determines the version of Meteor the Data Provider is running:
i. Version returned by the registry.
ii. If no version is returned by the registry, default version 3.3.4 is used.
b. Ifthe version is >= 4.0, the software communicates with the
DataProviderService web service of the Data Provider to get loan data. Like
RegistryService and IndexProviderService, requests must be signed and
contain a SAML assertion with the user’s Meteor attributes in the WS-
Security header. See Appendix A for details.
c. Ifthe version is < 4.0, the software must communicate with the Data
Provider’s HPCP implementation. See Appendix C for notes on backwards
compatibility.

To increase performance, the Java implementation spawns a new thread for each
Data Provider request so that they may be called in parallel.

Applies duplicate loan and best source logic

This business logic is encapsulated in its own JAR file (meteorbusiness.jar) and the
source code is contained in its own project folder (meteorbusiness). If the platform
the Access Provider is running on supports it, it is highly recommended the native
platform code invoke the logic in this JAR file. Meteor business logic is likely to
change whenever new Meteor schema elements are introduced, so the ability to
replace the business logic library is valuable for decreasing upgrade development
time.

Returns data to the Ul Provider

If the UI Provider and Access Provider must both be custom implementations, they
can be merged and this step becomes moot. Otherwise, the Access Provider must
host the AccessProviderService web service as defined by its WSDL in Appendix A.
The Access Provider must validate the signature of each request to ensure it comes
from the Ul provider, and it must collect the user’s Meteor attributes to create SAML
assertions with.

10



5. Data Provider

5.1 DataServerAbstraction

If the logic that retrieves loan data must be coded on a different platform but the Data
Provider software itself can run on Java, consider implementing the DataServerAbstraction
interface to call a remote server hosting the alternative platform (e.g. RemoteDataServer,
HPCDataServer).

The greatest advantage with this approach is developers need not worry about backwards
compatibility between Meteor 4 and Meteor 3. Data only needs to comply with the Meteor
4 schema and the Data Provider software will translate to Meteor 3 when necessary.

5.2 Data Provider

If hosting any part of the Data Provider in Java is not possible, a custom Data Provider
implementation must do the following:

e Host the DataProviderService web service as defined by its WSDL in Appendix A.

e Hosta HPC service or compatibility layer. The Meteor Registry only contains one
connection URL, so that URL must be able to point to both the DataProviderService
and HPC endpoints.

e Translate a Meteor 3 request to Meteor 4, and a Meteor 4 response to Meteor 3.

e Offer a Status web service operation for the Meteor help desk agents to invoke.

The Java reference implementation follows these steps to handle a request for data. Below
each step are notes on implementing on an alternative platform:

1) Receives request from Access Provider

The Meteor Registry only contains one connection URL for Access Providers to send
requests to. This means that Meteor 3 providers will send HPC requests and Meteor
4 providers will send DataProviderService requests to the same URL. Custom
implementations must be able to receive both kinds of requests at the same URL.

Both kinds of requests must have their signatures validated against the provider’s
certificate in the Meteor Registry. The provider’s certificate can be retrieved from
the Meteor Registry via a call to the RegistryService web service (see GetCertificate
operation).

The Meteor 4.0 Status Provider software is run by the Meteor help desk to ascertain
the status of all Data Providers on the network. The Status Provider software sends
a web service request to execute the GetStatus operation. The Data Provider, if able,
must return a response to the Status Provider (only if the request SAML is validated
and the user role is HELPDESK). See

11



2) Ifrequest version is < 4.0, translate to 4.0 request
There are several differences between Meteor 3 and Meteor 4 XML requests:

e Meteor 3 providers embed the SAML assertion containing the user’s Meteor
attributes in the XML request, not in a separate SOAP header like in Meteor 4.
This SAML assertion conforms to a draft version of the SAML 1.0 schema. The
SAML assertion must be extracted from the body of the request and
translated to a valid SAML 2.0 assertion (or interpreted considering the
differences between SAML 1.0 draft and SAML 2.0). See Appendix C for
details about the differences between SAML versions.

e The XML request itself changed between Meteor 3 to Meteor 4. The request
must be translated to the Meteor 4 version (or interpreted considering the
differences between the Meteor 3 and Meteor 4 data request schemas). See
Appendix C for details.

3) Verify SAML Assertion is not expired

Analyze the conditions element in the SAML assertion to make sure the current time
is within the assertion validity period.

4) Verify request:
a. Ifuser is borrower, verify borrower SSN attribute from SAML assertion
matches the query SSN
b. Verify user authentication meets minimum authentication level for the
user’s role

Official authentication levels of Access Providers are available via the
GetAuthenticationLevel registry web service operation.

c. Verify user’s role is not HELPDESK
Meteor help desk users are only allowed to perform a status query.
5) Query data for borrower

Data can be queried by whatever implementation works best for the alternative
platform. The data must be formatted in XML and comply with the Meteor 4 schema.

6) Ifuserrole is APCSR or LENDER, filter data by registered organization aliases

7) Ifrequest version is < 4.0, translate data response to older version

12



8)

The Meteor 4.0 data response schema contains new elements and types not
available to the Meteor 3.0 schema. These new elements must be removed from any
response sent to a Meteor 3 Access Provider. See Appendix C for details.

Send response

The response must be returned using the same protocol as the request (if request
was HPC, response must be HPC as well).

13



Other Resources

e Meteor Implementation Guide

e Meteor Developers Guide

e Meteor DataServerAbstraction Implementation Guide
e Meteor IndexServerAbstraction Implementation Guide
e Meteor TokenProvider Implementation Guide

e Meteor Data Dictionary

e Shibboleth

e Meteor stand-alone installation
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Appendix A: Meteor 4.0 Web Services

AccessProviderService

WSDL

<?xml versio
<wsdl :defin

"*1.0" encoding=""utf-8"?>
ns xmlns:nsl="http://ws.common.meteor.meteornetwork.org/" xmlns:ns2="http://schemas.xmlsoap.org/soap/http"
xmIns:soapl2="http://schemas.xmlsoap.org/wsdl/soapl2/" xmlns:tns="http://ws.access.provider.meteor.meteornetwork.org/"
xmIns:wsdl="http://schemas.xmlsoap.org/wsdl/" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema’ name="AccessProviderService"
targetNamespace="http://ws.access.provider.meteor.meteornetwork.org/">
<wsdl: types>
<xs:schema xmlns:tns="http://ws.common.meteor.meteornetwork.org/" xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="unqualified" targetNamespace="http://ws.common.meteor.meteornetwork.org/" version="1.0">
<xs:element name="findDataForBorrower" type="tns:findDataForBorrower"/>
<xs:element name="findDataForBorrowerResponse" type='"tns:findDataForBorrowerResponse"/>
<xs:element name="findDataForBorrowerWithConsolidated"” type="tns:findDataForBorrowerWithConsolidated"/>
<xs:element name="findDataForBorrowerWithConsolidatedResponse"
type="tns:findDataForBorrowerWithConsol idatedResponse"/>
<xs:complexType name="findDataForBorrowerWithConsolidated">
<xs:sequence>
<xs:element minOccur
<xs:element minOccurs=
</xs:sequence>
</xs:complexType>
<xs:complexType name='""tokenAttributes'>
<xs:sequence>
<xs:element minOccurs=
<xs:element minOccurs=
<xs:element
<xs:element
<xs:element

0" name="ssn" type="xs:string"/>
0" name="tokenAttrs" type="tns:tokenAttributes"/>

ender" type="xs:string"/>

evel" type="xs:int"/>

rganizationld"” type="xs:string"/>
“organizationldType" type="xs:string"/>

<xs:element rganizationType" type=''xs:string"/>
<xs:element name: roviderType" type="tns:providerType"/>
<xs:element name="role" type="tns:role"/>

<xs:element sn" type="xs:string"/>

<xs:element minOccurs= name="userHandle" type=''xs:string"/>
</Xs:sequence>
</xs:complexType>
<xs:complexType name="findDataForBorrowerWithConsolidatedResponse'>
<Xs:sequence>
<xs:element minOccur
<xs:element minOccur
<xs:element minOccurs=
</xs:sequence>
</xs:complexType>
<xs:complexType name='"findDataForBorrower">
<xs:sequence>
<xs:element minOccurs=
<xs:element minOccurs=
</xs:sequence>
</xs:complexType>
<xs:complexType name="findDataForBorrowerResponse'>
<xs:sequence>
<xs:element minOccurs="0" name="DataForBorrower" type="xs:string"/>
</Xxs:sequence>
</xs:complexType>
<xs:simpleType name="providerType'>
<xs:restriction base="xs:string">
<xs:enumeration value="ACCESS"/>
<xs:enumeration INDEX"'/>
<xs:enumeration DATA"/>
<xs:enumeration STATUS" />
<xs:enumeration value="AUTHENTICATION"/>
<xs:enumeration value="LENDER"/>
</xs:restriction>
</xs:simpleType>
<xs:simpleType name="role">
<xs:restriction base="xs:string">
<xs:enumeration “FAA"/>
<xs:enumeration BORROWER"/>
<xs:enumeration APCSR"'/>
<xs:enumeration LENDER"/>
<xs:enumeration value="HELPDESK"/>
</xs:restriction>
</xs:simpleType>
</xs:schema>
</wsdl :types>
<wsdl :message name="findDataForBorrowerWithConsolidated">
<wsdl:part element="nsl:findDataForBorrowerWithConsolidated" name='"parameters'/>
</wsdl :message>
<wsdl :message name="‘findDataForBorrower'>
<wsdl:part element="nsl:findDataForBorrower" name="parameters"/>
</wsdl :message>
<wsdl :message name="findDataForBorrowerResponse''>
<wsdl:part element="nsl:findDataForBorrowerResponse' name="parameters"/>
</wsdl :message>
<wsdl :message name="findDataForBorrowerWithConsolidatedResponse'>

0" name="resultBestSource" type='xs:string'/>
0" name: esultAll" type="xs:string"/>
0" name="duplicateAwardsMap' type="xs:base64Binary"/>

15



<wsdl:part element="nsl:findDataForBorrowerWithConsol idatedResponse' name="parameters'/>
</wsdl :message>
<wsdl :portType name="AccessProviderService'>
<wsdl:operation name="findDataForBorrowerWithConsolidated">
<wsdl:input message="nsl:findDataForBorrowerWithConsolidated" name="findDataForBorrowerWithConsolidated"/>
<wsdl :output message='"'nsl:findDataForBorrowerWithConsolidatedResponse"
name=""findDataForBorrowerWithConsolidatedResponse"/>
</wsdl :operation>
<wsdl:operation name="findDataForBorrower">
<wsdl:input messag nsl:findDataForBorrower' name="findDataForBorrower*/>
<wsdl :output message='"'nsl:findDataForBorrowerResponse' name="findDataForBorrowerResponse'/>
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="AccessProviderServiceSoapBi
<soapl2:binding style="document" transport=
<wsdl :operation name="findDataForBorrower'>
<soapl2:operation soapAction=""" style="document"/>
<wsdl:input name="findDataForBorrower">
<soapl2:body use="literal"/>
</wsdl:input>
<wsdl :output name="findDataForBorrowerResponse'>
<soapl2:body use="literal"/>
</wsdl :output>
</wsdl :operation>
<wsdl :operation name="findDataForBorrowerWithConsolidated">

ding" type="‘nsl:AccessProviderService'>
http://schemas.xmlsoap.org/soap/http"/>

<soapl2:operation soapAction=""" style="document"/>
<wsdl:input name="findDataForBorrowerWithConsolidated">
<soapl2:body use="literal"/>

</wsdl:input>
<wsdl:output name="findDataForBorrowerWithConsolidatedResponse'>
<soapl2:body use="literal"/>
</wsdl :output>
</wsdl :operation>
</wsdl:binding>
<wsdl:service name="AccessProviderService'>
<wsdl:port binding="tns:AccessProviderServiceSoapBinding"” name="findDataForBorrower">
<soapl2:address location="http://localhost:8080/accessprovider/services/AccessProviderService"/>
</wsdl:port>
</wsdl:service>
</wsdl:definitions>

FindDataForBorrower Operation

Given a SSN and a user’s security token attributes, the Access Provider will query the
Meteor network for loan data on the SSN. Only best source loans will be returned. The
response is a string XML document that implements the Meteor Data Response schema.

Request Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope'>
<soap:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmIns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" soap:mustUnderstand="true'>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" 1d="SI1G-2">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="soap"/>
</ds:Canonical izationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal'/>
<ds:Reference URI="#id-1">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList=""/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>F9p16Cj/a+FFK7LvpSI3H2J3GQI=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>PVjxCHB6AMKvTgQVWRrqyL9hIRRUJIOhtm+11mOtSROVUOBPEWFNVZ/zXEyQgJ+80Cq2nBeojTvh
xt8nWzrzbgbXpKVNrIPg+el2/LaKPRoywfjX7v/seYyaHHVDVj INcx1Yc3VMxX5NynG6jztvyzfR
XhfhUOs3Hj uejaGKzjglkN6xOBkvQwHb39ct/tP3b2C3WzFLQhT3e TXE5SrDGc4Q0BAS4wIpRVFC
XZFUFVR7dU/B1dJEY2NOMDgoUnOAoTDCheYTR12PfoDP 1BJqyky511NJ180JvrTBSCX6WH6YYscm
7kcW32R1grwOiwlybPqrpTuKDP60vcg8ofzEgw==</ds:SignatureValue>
<ds:KeylInfo 1d="KI-84382A06B3CF5AA16B13285409730312"">
<wsse:SecurityTokenReference wsu:1d="STR-84382A06B3CF5AA16B13285409730463 >
<ds:X509Data>
<ds:X5091ssuerSerial>
<ds:X509IssuerName>0U=Meteor Development,O=Logic Technology\,
Inc,1.2.840.113549.1.9.1=#16146a6c617a6f73406c74696Tf6e6c696€652e636F6d,C=US,ST=NY,CN=Meteor Test Root Certificate
Authority</ds:X5091ssuerName>
<ds:X509SerialNumber>1</ds:X509SerialNumber>
</ds:X5091ssuerSerial>
</ds:X509Data>
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>



</wsse:Security>
</soap:Header>
<soap:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd" wsu:ld="id-1">
<ns2:findDataForBorrower xmlns:ns2="http://ws.common.meteor.meteornetwork.org/*>
<ssn>104041004</ssn>
<tokenAttrs>
<authenticationProcessld>1</authenticationProcessld>
<level>3</level>
<role>BORROWER</role>
<ssn>104041004</ssn>
<userHandle>username</userHandle>
</tokenAttrs>
</ns2:findDataForBorrower>
</soap:Body>
</soap:Envelope>

Response Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope'>
<soap:Body>
<ns2:findDataForBorrowerResponse xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">
<DataForBorrower>&lt;?xml version="1.0" encoding="UTF-8"?&gt;&lt;MeteorRsMsg xmlIns="http://schemas.pescxml.org"
PESCXMLVersion="4.0.0"&gt;&lt;MeteorDataProviderinfo
xmIns="""&gt;&lt;MeteorDataProviderDetail Info&gt;&lt;DataProviderType&gt;UNK&It;/DataProviderTyped&gt;&lt;DataProviderData&gt;&It;E
ntityl1D&gt;DP33-LRS&It;/EntityID&gt;&It;EntityURL&gt;http://localhost:8180/DataProvider-3.3.4-
LRS/rpcrouteré&lt;/EntityURL&gt;&lt;Contacts/&gt;&lt;/DataProviderData&gt;&lt;DataProviderAggregateTotal/&gt;&lt;/MeteorDataProvid
erDetail Info&gt;&lt;MeteorDataProviderMsg&gt;&lt;RsMsg&gt;D-011 &amp;lt;a href="http://www.mydomain.com'&amp;gt;Contact
us&amp; It;/a&amp;gt; to notify the Meteor Help Desk. We were unable to process your request.&lt;/RsMsg&gt

&lt;/MeteorDataProviderDetai l Info&gt;&lt;/MeteorDataProviderInfo&gt;&lt;MeteorDataAggregates
xmIns="""&gt;&lt;0riginalBalanceGrandTotal
ServicerlID="809547"&gt;8000.00&1t;/OriginalBalanceGrandTotal&gt;&lt;OutstandingBalanceGrandTotal
ServicerD="809547"&gt;1131.96&1t;/OutstandingBalanceGrandTotal&gt;&lt;O0therFeesOutstandingGrandTotal
ServicerlID="809547"&gt;0&1t;/0OtherFeesOutstandingGrandTotal&gt;&lt;/MeteorDataAggregates&gt;&lt;MeteorIndexProviderData
xmIns="""&gt;&It;EntityName&gt;National Student
Clearinghouse&lt;/EntityName&gt;&It;EntityID&t;LTI_I1P40&1t;/EntitylID&gt;&It;EntityURL&gE; http://loanlocator.org&lt;/EntityURL&gt
;&lt;Contacts/&gt; &l t;/Meteor IndexProviderData&gt;&lt;/MeteorRsMsgé&gt;</DataForBorrower>
</ns2:findDataForBorrowerResponse>

</soap:Body>

</soap:Envelope>

FindDataForBorrowerWithConsolidated Operation

Given a SSN and a user’s security token attributes, the Access Provider will query the
Meteor network for loan data on the SSN. Duplicate loans will be returned as well as best
source. Three pieces of information are returned:
e resultBestSource - string XML document that implements the Meteor Data
Response schema, including only best source loans
e resultAll - string XML document that implements the Meter Data Response schema,
including all loans available on the network (best source and duplicate loans)
e duplicateAwardsMap - a base 64 binary string that is a serialized Java Map of
duplicate awards. See the Java AccessProviderService implementation for details
(org.meteornetwork.meteor.provider.access.ws.AccessProviderServicelmpl)

Request Example

<?xml version="1.0" encoding="utf-8"?7>
<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope'>
<soap:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmlIns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" soap:mustUnderstand="true">
<ds:Signature xmlns:ds="http://ww.w3.0rg/2000/09/xmldsig#" 1d="S1G-6">
<ds:SignedlInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="soap"/>
</ds:Canonical izationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#id-5">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList=""/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>x/pEec4bLE/7NrdKIx8JeenrWMs=</ds:DigestValue>
</ds:Reference>
</ds:SignediInfo>
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<ds:SignatureValue>0/1QMrSjYdcOA3ZP18VYhju5n/MOKYp6JZT6G/cKIZOFs I khZyqoirD9prkgx2QSSChicum7yrHw
/N8D69+RVK2 Th10CRWR9+rr3F5CWa7T6tESO3EKEWbXyai/T801XdojyB/Sx0xhiWKKr/0TJfPFe
HoDGugnhPS11ZTBktVIrWebkGantVkxgatcFjoSIvNAZ41JdWOXK/WF8jxnsABKNIES IkNzrNVBx
h918zboUYOsPu2Mpx7NJSIRDDNO+JrPjx7CVVOOw9onimksBpKntu3JB2ub8vom+9erAaHxHFRYR
+5tGXX50c5vP1e8GWQ31sAwlOchx 1c7ZCAkMhw==</ds:SignatureValue>
<ds:KeylInfo 1d="KI-84382A06B3CF5AA16B13285557710788"">
<wsse:SecurityTokenReference wsu:ld="STR-84382A06B3CF5AA16B13285557710789"">
<ds:X509Data>
<ds:X5091ssuerSerial>
<ds:X5091ssuerName>0U=Meteor Development,O=Logic Technology\,
Inc,1.2.840.113549.1.9.1=#16146a6c617a6f73406c74696T6e6c696e652e636F6d,C=US,ST=NY,CN=Meteor Test Root Certificate
Authority</ds:X5091ssuerName>
<ds:X509SerialNumber>1</ds:X509SerialNumber>
</ds:X5091ssuerSerial>
</ds:X509Data>
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
</soap:Header>
<soap:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd" wsu:ld="id-5">
<ns2:findDataForBorrowerWithConsolidated xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">
<ssn>303660303</ssn>
<tokenAttrs>
<authenticationProcessld>1</authenticationProcessld>
<level>3</level>
<role>FAA</role>
<userHandle>username</userHandle>
</tokenAttrs>
</ns2:findDataForBorrowerWithConsolidated>
</soap:Body>
</soap:Envelope>

Response Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope'>
<soap:Body>
<ns2:findDataForBorrowerWithConsolidatedResponse xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">
<resultBestSource>&lt;?xml version="1.0" encoding="UTF-8"?&gt;&lIt;MeteorRsMsg xmlIns="http://schemas.pescxml.org"
PESCXMLVersion="4.0.0"&gt;&lt;MeteorDataProviderinfo
xmIns="""&gt;&lt;MeteorDataProviderDetail Info&gt;&lt;DataProviderTyped&gt;UNK&It;/DataProviderType&gt;&lt;DataProviderData&gt;&It;E
ntity1D&gt;DP33-LRS&It;/EntityID&gt;&It;EntityURL&gt;http://localhost:8180/DataProvider-3.3.4-LRS/rpcrouter&lt

&It;OutstandingBalanceGrandTotal
ServicerlID=""809547"&gt;565.98&1t;/OutstandingBalanceGrandTotal&gt;&lt;0therFeesOutstandingGrandTotal
ServicerD="809547"&gt;482.33&1t;/0therFeesOutstandingGrandTotal&gt;&lt;/MeteorDataAggregates&gt;&lt;MeteorIndexProviderData
xmIns="""&gt; &I t;EntityName&gt;National Student
Clearinghouse&lt;/EntityName&gt;&It;EntityID&gt;LTI_I1P40&1t;/EntitylD&gt;&It;EntityURL&gE; http://loanlocator.org&lt;/EntityURL&gE
;&lt;Contacts/&gt;&lt;/Meteor IndexProviderData&gt;&lt;/MeteorRsMsgégt;</resultBestSource>

<resultAlI>&1t;?xml version="1.0" encoding="UTF-8"?&gt;&lt;MeteorRsMsg xmlns="http://schemas.pescxml.org"
PESCXMLVersion="4.0.0"&gt;&lt;MeteorDataProviderinfo
xmIns="""&gt;&lt;MeteorDataProviderDetail Info&gt;&lt;DataProviderType&gt;UNK&It;/DataProviderType&gt;&lt;DataProviderData&gt;&lIt;E
ntitylD&gt;DP33-LRS&It;/EntityID&gt;&It;EntityURL&gt;http://localhost:8180/DataProvider-3.3.4-LRS/rpcrouter&lt;/EntityURL&gt

&lt;/MeteorDataProviderInfo&gt;&lt;MeteorIndexProviderData xmlns=""&gt;&It;EntityName&gt;National Student
Clearinghouse&lt;/EntityName&gt; &It ;EntityID&Ot;LTI_IP40&1t;/EntitylD&gt; &It ;EntityURL&gt;http://loanlocator.org&lt;/EntityURL&gtL
;&lt;Contacts/&gt;&lt;/MeteorIndexProviderData&gt;&lt;/MeteorRsMsg&gt;</resul tAll>

<duplicateAwardsMap>r00ABXNyABFqYXZhLnVOaWwuVHJI1ZU1hcAzB9j4tIWrmAWABTAAKY29tcGFyYXRvenQAFKkxqYXZhL3V0aWwvQ29tcGFyYXRvce jt4cHB3BAAAA
AFzcgARamF2YS5sYW5nLk ludGVnZX 1S4qCk94GHOA I AAUKABXZhbHV IeH 1 AEGphdmEubGFuZy50dW1 i ZXKGrJudC5Tg iw I AAHhwAAAAAHNYABNQYXZhLnVOaWwwuQXJyYX
IMaXNOe IHSHZnHYZODAAFJAARzaXp I eHAAAAACAWQAAAAKCQB+AAVZzcQB+AAMAAAABeHg=</dupl icateAwardsMap>
</ns2:findDataForBorrowerWithConsolidatedResponse>
</soap:Body>
</soap:Envelope>

RegistryService

WSDL

<?xml version="1.0" encoding="utf-8"?>
<wsdl:definitions xmlns:nsl="http://ws.common.meteor.meteornetwork.org/" xmlns:ns2="http://schemas.xmlsoap.org/soap/http"
xmlIns:soapl2="http://schemas.xmlsoap.org/wsdl/soapl2/" xmlns:tns="http://ws.registry.meteor._meteornetwork.org/"
xmIns:wsdl="http://schemas.xmlsoap.org/wsdl/" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema’ name='"RegistryService"
targetNamespace="http://ws.registry.meteor.meteornetwork.org/">
<wsdl :types>
<xs:schema xmlns:tns="http://ws.common.meteor.meteornetwork.org/" xmlns:xs="http://www.w3.0rg/2001/XMLSchema"

attributeFormDefault="unqua ed" elementFormDefault="unqualified" targetNamespace="http://ws.common.meteor.meteornetwork.org/">

<xs:element GetAliases" type="tns:GetAliases"/>

<xs:element GetAliasesResponse” type="tns:GetAliasesResponse'/>

<xs:element GetAllDataProviders™ type="tns:GetAllDataProviders'/>

<xs:element GetAl IDataProvidersResponse’ type="tns:GetAllDataProvidersResponse'/>

<xs:element GetAuthenticationLevel"™ type="tns:GetAuthenticationLevel/>
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<xs:element name="'GetAuthenticationLevelResponse" type="tns:GetAuthenticationLevelResponse"/>
<xs:element name="GetCertificate" type="tns:GetCertificate'/>
<xs:element name="GetCertificateResponse' type="tns:GetCertificateResponse'/>
<xs:element etDataProvider" type="tns:GetDataProvider"/>
<xs:element etDataProviderResponse" type='"tns:GetDataProviderResponse"/>
<xs:element etlndexProviders'" type="tns:GetlndexProviders"/>
<xs:element name="GetlndexProvidersResponse" type="tns:GetlndexProvidersResponse"/>
<xs:element name="GetRoles" type="tns:GetRoles"/>
<xs:element etRolesResponse” type="tns:GetRolesResponse’/>
<xs:element etVersion" type="tns:GetVersion"/>
<xs:element name=""GetVersionResponse" type=""tns:GetVersionResponse"/>
<xs:complexType name="GetVersion'>
<Xs:sequence>
<xs:element minOccurs="0" name="MeteorlInstitutionld"” type="xs:string'/>
<xs:element minOccurs="0" name="ProviderType" type="tns:providerType"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="GetVersionResponse'>
<Xs:sequence>
<xs:element minOccurs="0" name='"'GetVersionResponse" type=''xs:string"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name='"GetDataProvider'>
<xs:sequence>
<xs:element minOccurs="0" name="MeteorInstitutionld"” type="xs:string"/>
</Xs:sequence>
</xs:complexType>
<xs:complexType name="GetDataProviderResponse'>
<Xs:sequence>
<xs:element minOccurs="0" name="GetDataProviderResponse" type="tns:dataProvider"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name='"‘dataProvider'>
<xs:sequence>
<xs:element minOccurs="0" name="description” type="xs:string"/>
nam institutionldentifier” type="xs:string"/>
nam meteorVersion" type="xs:string"/>
name=""url" type="xs:string"/>

<xs:element minOccur
<xs:element minOccurs=
</xs:sequence>
</xs:complexType>
<xs:complexType name="GetAliases'>
<xs:sequence>
<xs:element minOccurs="0" name="MeteorInstitutionld"” type="xs:string"/>
<xs:element minOccurs="0" name="ProviderType" type="tns:providerType"/>
</Xs:sequence>
</xs:complexType>
<xs:complexType name="GetAliasesResponse'>
<Xs:sequence>
<xs:element maxOccurs="unbounded” minOccurs="0" name="GetAliasesResponse' type="xs:string"/>
</Xxs:sequence>
</xs:complexType>
<xs:complexType abstract="true" name="abstractCollection">
<xXs:sequence/>
</xs:complexType>
<xs:complexType abstract="true" name="abstractList">
<xs:complexContent>
<xs:extension base="tns:abstractCollection">
<xs:sequence/>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="arrayList'>
<xs:complexContent>
<xs:extension base="tns:abstractList">
<xs:sequence/>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="GetlndexProviders'>
<Xs:sequence>
<xs:element minOccurs="0" name="MeteorVersion" type="tns:version"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="version'>
<xs:sequence>
<xs:element minOccurs="0"

="maintenance" type="xs:int'/>
major' type="xs:int"/>

inor" type="xs:int"/>
="release" type=''xs:int"/>

<xs:element minOccur:
<xs:element minOccurs=
</xs:sequence>
</xs:complexType>
<xs:complexType name="GetlndexProvidersResponse'>
<xs:sequence>
<xs:element maxOccurs="unbounded”™ minOccurs=
</Xs:sequence>
</xs:complexType>
<xs:complexType name=
<xs:sequence>
<xs:element minOccur
<xs:element minOccur
<xs:element minOccurs=
</xs:sequence>
</xs:complexType>
<xs:complexType name="GetCertificate'>
<xs:sequence>

name=""GetlIndexProvidersResponse" type ns:indexProvider"/>

ndexProvider'>

0" name="institutionldentifier"” type="xs:string"/>
‘0" nam name" type="Xs:st g"/>
‘0" name="url" type="Xxs:string"/>
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<xs:element minOccurs="0" name="MeteorInstitutionld" type='xs:string'"/>
<xs:element minOccurs="0" name="ProviderType" type="tns:providerType"/>
</Xxs:sequence>
</xs:complexType>
<xs:complexType name='"‘GetCertificateResponse'>
<xs:sequence>
<xs:element minOccurs="0" name="GetCertificateResponse" type="xs:base64Binary"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="GetRoles">
<xs:sequence>
<xs:element minOccurs="0" name="MeteorInstitutionld” type="xs:string"/>
<xs:element minOccurs="0" name="AuthenticationProcessld" type="xs:string"/>
<xs:element minOccurs="0" name="ProviderType" type="tns:providerType"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="GetRolesResponse'>
<xs:sequence>

<xs:element maxOccurs="unbounded" minOccurs="0" name="GetRolesResponse" type="tns:role"/>

</Xs:sequence>

</xs:complexType>

<xs:complexType name="GetAlIDataProviders'>
<xs:sequence/>

</xs:complexType>

<xs:complexType name="GetAl IDataProvidersResponse'>
<xs:sequence>

<xs:element maxOccurs="unbounded” minOccurs="0" name=""GetAl IDataProvidersResponse" type='"tns:dataProvider"/>

</Xxs:sequence>
</xs:complexType>
<xs:complexType name='"‘GetAuthenticationLevel">
<xs:sequence>
<xs:element minOccurs="
<xs:element minOccurs=
<xs:element minOccur
<xs:element minOccurs=
</xs:sequence>
</xs:complexType>
<xs:complexType name='"GetAuthenticationLevelResponse'>
<xs:sequence>
<xs:element minOccurs="
</Xxs:sequence>
</xs:complexType>
<xs:simpleType name="providerType'>
<xs:restriction base="'xs:string">
<xs:enumeration value="ACCESS"/>

name=""MeteorInstitutionld" type="xs:string"/>
name=""AuthenticationProcessld" type="xs:string"/>
name=""ProviderType" type="tns:providerType"/>
name=""Role" type="tns:role"/>

name="GetAuthenticationLevelResponse'" type="xs:int"/>

<xs:enumeration INDEX"'/>
<xs:enumeration DATA"/>
<xs:enumeration STATUS" />
<xs:enumeration AUTHENTICATION"/>
<xs:enumeration LENDER"/>

</xs:restriction>
</xs:simpleType>
<xs:simpleType name="role">
<xs:restriction base="xs:string">

<xs:enumeration “FAA"/>
<xs:enumeration BORROWER"/>
<xs:enumeration APCSR"'/>
<xs:enumeration LENDER" />

<xs:enumeration value="HELPDESK"/>
</xs:restriction>
</xs:simpleType>
<xs:element name="RegistryException" type="tns:RegistryException"/>
<xs:complexType name="RegistryException'>
<xs:sequence/>
</xs:complexType>
</xs:schema>
</wsdl :types>
<wsdl :message name="‘GetVersionResponse'>
<wsdl:part element=""nsl:GetVersionResponse" name="parameters'/>
</wsdl :message>
<wsdl :message name="GetAllDataProviders'>
<wsdl:part element="nsl:GetAllDataProviders' name="parameters'/>
</wsdl :message>
<wsdl :message name="GetAl IDataProvidersResponse'>
<wsdl:part element="nsl:GetAllDataProvidersResponse' name="parameters'/>
</wsdl :message>
<wsdl :message name="GetRolesResponse'>
<wsdl:part element="nsl:GetRolesResponse' name="parameters'/>
</wsdl :message>
<wsdl :message name="GetDataProviderResponse’>
<wsdl:part element="nsl:GetDataProviderResponse" name="parameters"/>
</wsdl :message>
<wsdl :message name="GetCertificateResponse'>
<wsdl:part element="nsl:GetCertificateResponse"” name="parameters"/>
</wsdl :message>
<wsdl :message name="GetRoles">
<wsdl:part element=""nsl:GetRoles" name="parameters"/>
</wsdl :message>
<wsdl :message name="RegistryException'>
<wsdl:part element=""nsl:RegistryException"” name='"RegistryException"/>
</wsdl :message>
<wsdl :message name="GetlndexProviders'>
<wsdl:part element="nsl:GetlndexProviders" name="parameters"/>
</wsdl :message>
<wsdl :message name="GetDataProvider'>
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<wsdl:part element="nsl:GetDataProvider" name="parameters'/>
</wsdl :message>
<wsdl :message name="GetAliasesResponse'>
<wsdl:part element="nsl:GetAliasesResponse" name="parameters"/>
</wsdl :message>
<wsdl :message name="‘GetlndexProvidersResponse'>
<wsdl:part element="nsl:GetlndexProvidersResponse" name='‘parameters'/>
</wsdl :message>
<wsdl :message name="GetVersion">
<wsdl:part element="nsl:GetVersion" name="parameters'/>
</wsdl :message>
<wsdl :message name="GetAuthenticationLevelResponse'>
<wsdl:part element="nsl:GetAuthenticationLevelResponse" name='parameters’/>
</wsdl :message>
<wsdl :message name="GetAuthenticationLevel >
<wsdl:part element="nsl:GetAuthenticationLevel" name='"parameters'/>
</wsdl :message>
<wsdl :message name="GetCertificate>
<wsdl:part element="nsl:GetCertificate" name='"parameters'/>
</wsdl :message>
<wsdl :message name="GetAliases">
<wsdl:part element="nsl:GetAliases" name="parameters"/>
</wsdl :message>
<wsdl:portType name="RegistryService'>
<wsdl:operation name="GetVersion'>
<wsdl:input message="nsl:GetVersion" name="GetVersion"/>
<wsdl:output message=''nsl:GetVersionResponse' nam GetVersionResponse'/>
<wsdl:fault message="nsl:RegistryException” name="RegistryException"/>
</wsdl:operation>
<wsdl:operation name="GetDataProvider >
<wsdl:input message='"nsl:GetDataProvider" name="GetDataProvider"/>
<wsdl:output message='‘nsl:GetDataProviderResponse’ name="GetDataProviderResponse'/>
<wsdl:fault message="nsl:RegistryException” name="RegistryException"/>
</wsdl:operation>
<wsdl:operation name="GetAliases'>
<wsdl:input message="nsl:GetAliases" name="GetAliases"/>
<wsdl :output message='"'nsl:GetAliasesResponse" name="GetAl iasesResponse'/>
<wsdl:fault message="nsl:RegistryException” name="RegistryException"/>
</wsdl :operation>
<wsdl :operation name="GetlndexProviders">
<wsdl:input message="nsl:GetlIndexProviders" name="GetlndexProviders"/>
<ws output message="nsl:GetlndexProvidersResponse” name="GetlndexProvidersResponse'/>
<wsdl:fault message="nsl:RegistryException” name="RegistryException"/>
</wsdl:operation>
<wsdl:operation name="GetCertificate'>
<wsdl:input message='"nsl:GetCertificate” name="GetCertificate"/>
<wsdl :output message='"'nsl:GetCertificateResponse' name="GetCertificateResponse'/>
<wsdl:fault message="nsl:RegistryException” name="RegistryException*/>
</wsdl:operation>
<wsdl :operation name="GetRoles">
<wsdl:input message="nsl:GetRoles" name="GetRoles"/>
<wsdl :output message='"'nsl:GetRolesResponse” name="GetRolesResponse"/>
<wsdl:fault message="nsl:RegistryException” name="RegistryException"/>
</wsdl :operation>
<wsdl:operation name="GetAl IDataProviders'>
<wsdl:input message='"nsl:GetAllDataProviders"™ name="GetAllDataProviders'/>
<wsdl:output message=''nsl:GetAllDataProvidersResponse' name="GetAl IDataProvidersResponse’/>
<wsdl:fault message="nsl:RegistryException” name="RegistryException/>
</wsdl :operation>
<wsdl:operation name='"‘GetAuthenticationLevel">
<wsdl:input message="nsl:GetAuthenticationLevel" name="GetAuthenticationLevel'/>
<wsdl :output message='"'nsl:GetAuthenticationLevelResponse' name="GetAuthenticationLevelResponse'/>
<wsdl:fault message="nsl:RegistryException” name="RegistryException"/>
</wsdl :operation>
</wsdl:portType>
<wsdl:binding name="RegistryServiceSoapBinding" type=''nsl:RegistryService'>
<soapl2:binding style="document” transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl :operation name="GetVersion"
<soapl2:operation soapAct
<wsdl:input name="GetVersion">
<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output name="GetVersionResponse'>
<soapl2:body use="literal"/>
</wsdl :output>
<wsdl:fault name="RegistryException*>
<soapl2:fault name="RegistryException” use="literal"/>
</wsdl:fault>
</wsdl :operation>
<wsdl:operation name="GetDataProvider'>
<soapl2:operation soapAction=""" style="document"/>
<wsdl:input name="GetDataProvider'>
<soapl2:body use="literal"/>
</wsdl : input>
<wsdl:output name="GetDataProviderResponse'>
<soapl2:body use="literal"/>
</wsdl:output>
<wsdl:fault name="RegistryException’>
<soapl2:fault name="RegistryException” use="literal"/>
</wsdl:fault>
</wsdl:operation>
<wsdl:operation name="GetAliases'>
<soapl2:operation soapAction="""
<wsdl:input name="GetAliases'>
<soapl2:body use="literal"/>

style="document"/>

style=""document"/>



</wsdl:input>
<wsdl:output name="GetAliasesResponse'>
<soapl2:body use="literal"/>
</wsdl :output>
<wsdl:fault name="RegistryException’>
<soapl2:fault name="RegistryException" use="literal"/>
</wsdl:fault>
</wsdl :operation>
<wsdl:operation name="GetCertificate'>
<soapl2:operation soapAction=""" style="document"/>
<wsdl:input name="GetCertificate">

<soapl2:body use="literal"/>
</wsdl:input>
<wsdl :output name="GetCertificateResponse'>

<soapl2:body use="literal"/>
</wsdl :output>
<wsdl:fault name="RegistryException’>
<soapl2:fault name="RegistryException" use="literal"/>
</wsdl:fault>
</wsdl:operation>
<wsdl :operation name="GetlndexProviders'>
<soapl2:operation soapAction=""" style="document"/>
<wsdl:input name="GetlndexProviders'>

<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output name="GetlndexProvidersResponse'>

<soapl2:body use="literal"/>
</wsdl :output>
<wsdl:fault name="RegistryException‘>
<soapl2:fault name="RegistryException” use="literal"/>
</wsdl:fault>
</wsdl :operation>
<wsdl:operation name="GetAl IDataProviders'>

<soapl2:operation soapAction=""" style="document"/>
<wsdl:input name="GetAllDataProviders'>
<soapl2:body use="literal"/>

</wsdl : input>
<wsdl :output name="GetAl IDataProvidersResponse'>
<soapl2:body use="literal"/>
</wsdl:output>
<wsdl:fault name="RegistryException’>
<soapl2:fault name="RegistryException” use="literal"/>
</wsdl:fault>
</wsdl:operation>
<wsdl:operation name="GetRoles">
<soapl2:operation soapAction=
<wsdl:input name="GetRoles'>

style="document"/>

<soapl2:body use="literal"/>
</wsdl : input>
<wsdl :output name="GetRolesResponse'>

<soapl2:body use="literal"/>
</wsdl:output>
<wsdl:fault name="RegistryException’>
<soapl2:fault name="RegistryException” use="literal"/>
</wsdl:fault>
</wsdl :operation>
<wsdl:operation name='"‘GetAuthenticationLevel">

<soapl2:operation soapAction=""" style="document"/>
<wsdl:input name="GetAuthenticationLevel'>
<soapl2:body use="literal"/>

</wsdl:input>
<wsdl:output name="GetAuthenticationlLevelResponse'>
<soapl2:body use="literal"/>
</wsdl:output>
<wsdl:fault name="RegistryException’>
<soapl2:fault name="RegistryException” use="literal"/>
</wsdl:fault>
</wsdl:operation>
</wsdl:binding>
<wsdl:service name="RegistryService'>
<wsdl:port binding="tns:RegistryServiceSoapBinding" name="RegistryServicelmplPort">
<soapl2:address location="http://localhost:8080/meteorregistry/services/RegistryService"/>
</wsdl :port>
</wsdl:service>
</wsdl:definitions>

GetCertificate Operation

Gets a serialized Java X509Certificate object from the Meteor registry for the requested
Meteor Institution.

Request Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/*>
<soap:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsi
xmIns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" soap:mustUnderstand=
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<saml2:Assertion xmlIns:saml2="urn:oasis:names:tc:SAML:2_0:assertion" xmlns:xs="http://www.w3.0org/2001/XMLSchema"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance' 1D="_96282B1A1B479C3197132855574781216" Issuelnstant="2012-02-
06T19:15:47.812Z" Version="2.0" xsi:type="saml2:AssertionType'>
<saml2: Issuer>meteornetwork.org</saml2: Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedlInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal'/>
<ds:Reference URI="#_96282B1A1B479C3197132855574781216">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature'/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#" PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>sroOcov2r04wTVnB9alQL luv3nE=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>KuSAMWWiRZJuDZT jbOhWEaSDgBkaut9Yo2kW63 1 KRGaxWpDEa6tjHPgOTVTW3GubdnppXLX5Z3GOtkLWCYyzESWIDxRzkuhz | AWmxACEvXe+w+
Peo+0pNLhb/i1Z0MeBnBbAKinC88bKJIK21NF2KMH1KZzcASeoOTLMrCeBk5j TTrSalQHYUmKU ibueWGeV9eZEm98wW i PNeu43J5nZyKwgdeg8JfckTgggOwld8ncd9kfoD
KSTMIKpFkugSHB56 rKHFE3xK4cXJdX0m95xM11bPWHawhXrefwNLIxoW2zFL5as+xHhUL j3Gn 1e0QBu6v4hv iBGPEFG8mxVFI13854yg==</ds:SignatureValue>
<ds:KeylInfo>
<ds:X509Data>
<ds:X509Certificate>MI 1 ECDCCAvCgAw I BAg I BATANBgkghk i GOWOBAQQFADCBIr TEVMCOGALUEAXMMTWVOZWOy I FRIc3Qg
Um9vdCBDZXJ0aWZpY2F0ZSBBdXRob3JpdHkxCzAJIBgNVBAGTAKSZMQsWCQYDVQQGEWJIVUZE JMCEG
CSqGS 1b3DQEJARYUamxhem9zQGx0aW9ubG luZS5 jb20xHjAcBgNVBAOTFUXxvZ21j I FR1Y2hub2xv
Z3ks1E1uYZEbMBKGALUECXMSTWVOZW9y I ER1dmVsb3BtZW50MB4XDTEXMDkwNz IwMjAxMIoXDTE2
MDKWNT IwMj AxMIowgZwxH j AcBgNVBAMTFXd3dy5tZXRIb3JuZXR3b3JrLm9yZzEL MAKGALUECBMC
TIkxCzAJBgNVBAYTAIVTMSMw 1QYJKoZ IhveNAQkBFhRgbGF6b3NAbHRpb25saWs5 I LmNvbTEeMBwWG
ALUEChMVTG9naWMgVGVjaG5vbGIneSwgSW5 jMRswGQYDVQQLEXJINZXR b3 1gRGV2ZWxvcG1l IbnQw
ggEiMAOGCSGS 1b3DQEBAQUAA4 I BDWAWGGEKAO I BAQCVWH5+52Jbd TFgHKSAXIr33HkYs3ZmI YHPF
b103LcfEv I jBNgMVSRyt2T++X7nTHAYBz4A040ZFHMPKGEJIXCcLYXQO 1 YFMEUrcVVETai+YzVDSk2
1hD90OE1008W6R5p+1VMRUPMUGKVOUDGV7mo+nmkZoNO757mu74Qpy80W06dUvzGEwvoQ6PuMICr
iddFj+TEnZQbX 187ZjvQqZM2Xs933D+JIn/gwVNOgrf46SFeNLOHHV 1V71dMAZzaqgWKrov8tTzwj |
xdXH8FP/FWyBFUs 1 1hQ4x0s I iRw+pvn5mTFOtobN I 1bb8VDBwz6j +i1+mbE4BSkVakagNZWQze8c
JFqTAgMBAAG] Qj BAMCAGALUdEQQZMBeCFXd3dy5tZXRIb3JuZXR3b3JIrLm9yZzAJBgNVHRMEAj AA
MBEGCWCGSAGG+E 1BAQQEAW 1 GQDANBgkghk i GOWOBAQQFAAOCAQEAgPQLM2y T2YSUsq1Av2Tgd 144
G4uYV/fWorcCBEmwbzgVa8HAjQHreum1DHI7g4GwOMYXzgxm679MdA i t56a/wxRq8V+vilw4s7DJIq
ypxrS45Fe9EAOYOtVLKKsrP37aQ3eCTuSB17KISFFnYtw5dgHAThg887KXYELgB972gAc7ul gKUP
8L+raQy4XgQ4avir+IWcOMoJxeoZ2hUZmVpHIt5iGu8mo9KROh3T/G6U+iv+1eQ3/L1H3daYCwOl
ROs1GUk/WzTRrRjJIuZRIKPh8YggxByxQJ4zoQLckc5203DDgNs jD1b4v174UBuOhl7gxjRHtHO2
cWk609MhmRGNFA==</ds : X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NamelD Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified"”
NameQual ifier="meteornetwork.org">LTI_I1P40</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:sender-vouches"/>
</saml2:Subject>
<saml2:Conditions NotBefore="2012-02-06T19:15:47.796Z" NotOnOrAfter="2012-02-06T19:17:47.796Z"/>
<saml2:AuthnStatement Authnlnstant="2012-02-06T19:15:47.7967">
<saml2:SubjectLocality Address="10.10.101.194" DNSName="lticslt-06"/>
<saml2:AuthnContext>
<saml2:AuthnContextClassRef/>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="ProviderType"™ NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string">IndexProvider</saml2:AttributevValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
<wsse:SecurityTokenReference xmlns:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"
wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0" wsu: ld=""STRSAMLId-
96282B1A1B479C3197132855574789020"">
<wsse:Keyldentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLID">_96282B1A1B479C3197132855574781216</wsse:Keyldentifier>
</wsse:SecurityTokenReference>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" 1d="SI1G-8">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="soap"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal'/>
<ds:Reference URI="#id-7">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="""/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>en4/0WaUhU3ypqUlswjE73LmHeA=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#STRSAMLI1d-96282B1A1B479C3197132855574789020"">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-1.0#STR-Transform">

<wsse:TransformationParameters>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</wsse:TransformationParameters>
</ds:Transform>
</ds:Transforms>
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<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>hWImLx09J024Uc4eYhvDFfX7gEuY=</ds:DigestValue>
</ds:Reference>
</ds:SignediInfo>
<ds:SignatureValue>btqEOjOI1QCcbX0OuUArEj6iKmMAFANABTZOrWhFbZ/St/xSulVhweUF/mQUEXdAjUpiV4i8vBWE77]
KOZxxnhNObKyNasTA/SzKGVyCvkCYwg6V0Zwyar6/9TfGhSNcgl 1/gap552h1CYX5pg2HsGKLCGB
djzput011QQraWGFMMYJLZrs2nyvOrRbiWBwmAnZgtWriYdhs9d IkVwT453fCsvUTohKb4 1uFJtP
JTo53pi8Q21mzvjmOTP/BBtIEXMVsXbGjTS8WrkkOnOhkFimlsVgluvVwkqDjleInSwLv9cul iWsqg
Hp5QNOL5WIhV64UdMzRZXrerwHhgNZJIPxGyeVw==</ds:SignatureValue>
<ds:KeylInfo Id="Keyld-96282B1A1B479C3197132855574789017"">
<wsse:SecurityTokenReference wsu:1d="STR1d-96282B1A1B479C3197132855574789018"">
<ds:X509Data>
<ds:X5091ssuerSerial>
<ds:X509IssuerName>CN=Meteor Test Root Certificate
Authority,ST=NY,C=US,E=jlazos@ltionline.com,0=Logic Technology\, Inc,OU=Meteor Development</ds:X509IssuerName>
<ds:X509SerialNumber>1</ds:X509SerialNumber>
</ds:X5091ssuerSerial>
</ds:X509Data>
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
</soap:Header>
<soap:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd" wsu:ld="id-7">
<ns2:GetCertificate xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">
<MeteorInstitutionld>LTI_AP40</Meteorinstitutionld>
<ProviderType>ACCESS</ProviderType>
</ns2:GetCertificate>
</soap:Body>
</soap:Envelope>

Response Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/*>
<soap:Body>
<ns2:GetCertificateResponse xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">

<GetCertificateResponse>rO0ABXNyAC1qYXZhLnNIY3VyaXR5LmNIcnQuQ2VydGImaWNhdGUkQ2VydG ImaWNhdGVSZXCJJ2qdya48DA1AAIsABGRhdGFOAAJbQKwAB
HR5cGVOABJIMamF2YS9sYW5nL1NOcmluZzt4cHVyAAJIbQqzzF/gGCFTgAgAAeHAAAAQMM I IECDCCAVCgAW I BAg I BATANBgkghk i GOWOBAQQFADCBIr TEVMCOGALUEAXMMTW
VOZW9y I FR1c3QgUm9vdCBDZXJ0aWZpY2F0ZSBBdXRob3JIpdHkxCzAJIBgNVBAgGTAK5ZMQswCQYDVQQGEWJIVUZE jMCEGCSqGS Ib3DQEJARYUamxhem9zQGx0aW9ubG luZS5
Jb20xHjAcBgNVBAOTFUxvZ21 j IFRIY2hub2xvZ3ks I EluYZzEbMBKGALUECXMSTWVOZWOy I ER 1dmVsb3BtZW50MB4XDTEXMDKwNZ IwMjAXM I oXDTE2MDKWNT IwMjAxM I ow
gZwxHjAcBgNVBAMTFXd3dy5tZXR1b3JuZXR3b3JrLm9yZzELMAKGALUECBMCT IkxCzAJBgNVBAYTAIVTMSMwIQYJKoZ lhveNAQkBFhRgbGF6b3NAbHRpb25saWs5 I LmNvb
TEeMBWGA1UEChMVTG9OnaWMgVGV jaG5vbGIneSwgSW5 jMRswGQYDVQQLEXINZXR Ib31gRGV2ZWxvcG1 1bnQwggE i MAOGCSQGS 1 b3DQEBAQUAA4 I BDWAWggEKAO I BAQCVWH
5+523bdTFgHKSAXr33HkYs3Zml YHPFb103LcFEVI jBNgMVSRY t2T++X7nfHAYBz4A040ZFHMPK6EJIXcLYXQO 1 YFMEUrcVVETai+YzVDSk2 1hD90OOE1008W6R5p+1VMRUP
MuGKvOUDGV7mo+nmkZoNO757mu74Qpy80W06dUvzGEwvoQ6PuMICriddFj+TEnZQbX187ZjvQqZM2Xs933D+In/gwVNOgrf46SFeNLOHHV IV71dMAzaggWKrov8tTzwj I
xdXH8FP/FWyBFUs1ihQ4x0s I iRw+pvn5mTFOtobN I I1bb8VDBwz6j +i 1+mbE4BSkVakagNZWQze8cJIFfqTAgMBAAGj Q j BAMCAGA1UMEQQZMBeCFXd3dy5tZXR1b3JuZXR3b
3JrLm9yZzAJBgNVHRMEA j AAMBEGCWCGSAGG+E I BAQQEAW 1 GQDANBgkghk i GOWOBAQQFAAOCAQEAgPQLM2y T2YSUsq1Av2Tgd 144G4uYV/flor cCBEmwbzgVa8HAJQHreu
m1DH17g4GwOMYXzgxm679MdA | t56a/wxRq8V+vWwas7DJIqypxrS45Fe9EAOY0tVLkKsrP37aQ3eCTuSB17KISTFNYtw5dqHAThgq887KXYELgBI72gAc7ul gKUPSL+raQy
4XgQ4avir+1IWcoOMoJxeoZ2hUZmVpH I t5iGu8mo9KROh3T/G6U+iv+1eQ3/L1H3daYCwOIROs1GUk/WzTRrRjJIuZRIKPh8YggxByxQJ4zoQLckc5203DDgNsjDIb4v174
UBUOh17gxjRHtH02cWk609MhmRGNFHQABVQUNTAS</GetCertificateResponse>
</ns2:GetCertificateResponse>

</soap:Body>

</soap:Envelope>

GetIndexProviders Operation

Given the Access Provider’s version of meteor, returns the connection info of all compatible
Index Providers in the registry.

Request Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmIns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" soap:mustUnderstand=""1">
<saml2:Assertion xmlns:saml2="urn:oasis:names:tc:SAML:2_0:assertion” xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance' 1D="_67FCDC5A46DAA2CE8F13285409787811" Issuelnstant="2012-02-
06T15:09:38.781Z" Version="2.0" xsi:type="saml2:AssertionType'>
<saml2: Issuer>meteornetwork.org</saml2: Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedlInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal'/>
<ds:Reference URI="#_67FCDC5A46DAA2CE8F13285409787811"">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature'/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#" PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>gMIGdbxfQmOkCq4nbPfiZUlrjSM=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
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<ds:SignatureValue>FOPFSVcyjbdkhh5Ee342MNKDEKXj 1 1dRNFEY jCIDPXgxxDpia49U19iBIKLoLxHvS8C979yCpRpeQbjT8/FjQLUX9QgK5Vwi1IJKIbEvmShaxkm
SuuOFMVQ40Xd97uqaleF9zmPQg1N32ss4iHeC61zaP/ownBx 14eKu/3QW00zXwb+RCb IKjKYD1vn7Ewgpn0sD5p5dyJENTJ/iUr4o0uChvVePHIU3gmfjHICiMdah57/vQ

cqrRCFTKsKOCyqOY i ChCEF1Bxx4 IWTqyUSggbh9zNJQyvcHGgINH+8VyTulCXgUKDI1c3VgEVNnt/d0GJ4QMeVpvFCApZyzEP9dJagOw==</ds:SignatureValue>

<ds:KeylInfo>
<ds:X509Data>

<ds:X509Certificate>MI IECDCCAvVCgAwIBAg IBATANBgkghk i GOwOBAQQFADCBrTEVMCOGALUEAXMMTWVOZWOy I FRIc3Qg

Um9vdCBDZXJ0aWZpY2F0ZSBBdXRob3JpdHkxCzAJIBgNVBAGTAKSZMQsWCQYDVQQGEWJIVUZE JMCEG
CSqGS 1b3DQEJARYUamxhem9zQGx0aW9ubG luZS5 jb20xHjAcBgNVBAOTFUxvZ21 j I FR1Y2hub2xv
Z3ks1E1uYZEbMBKGALUECXMSTWVOZW9y I ER1dmVsb3BtZW50MB4AXDTEXMDkwNz IwMjAxMIoXDTE2
MDKWNT IwMj AxMIowgZwxH j AcBgNVBAMTFXd3dy5tZXRIb3JuZXR3b3JrLm9yZzEL MAKGALUECBMC
TIkxCzAJBgNVBAYTAIVTMSMw 1QYJKoZ IhveNAQkBFhRqbGF6b3NAbHRpb25saW5 I LmNvbTEeMBwWG
ALUEChMVTG9naWMgVGVjaG5vbGIneSwgSW5 jMRswGQYDVQQLEXJINZXR b3 1gRGV2ZWxvcG1 IbnQw
ggEiMAOGCSGS 1b3DQEBAQUAA4 I BDWAWGGEKAO I BAQCVWH5+52Jbd TFgHKSAXIr33HkYs3ZmI YHPF
b103LcfEv I jBNgMVSRyt2T++X7nTHAYBz4A040ZFHMPKGEJIXCLYXQO 1 YFMEUrcVVETai+YzVDSk2
1hD900E1008WER5p+1VMRUPMUGKVOUDGV7mo+nmkZoNO757mu74Qpy80W06dUvzGEwvoQ6PuMICr
iddFj+TEnZQbX 187ZjvQqZM2Xs933D+JIn/gwVNOgrf46SFeNLOHHV 1V71dMAZaqgWKrov8tTzwj |
xdXH8FP/FWyBFUs 1 1hQ4x0s I iRw+pvn5mTFOtobN I 1bb8VDBwz6j +i1+mbE4BSkVakagNZWQze8c
JFqTAgMBAAG] Qj BAMCAGALUdEQQZMBeCFXd3dy5tZXRIb3JuZXR3b3JIrLm9yZzAJBgNVHRMEAjAA
MBEGCWCGSAGG+E I BAQQEAW | GQDANBgkaghk i GOWOBAQQFAAOCAQEAgPQLM2yT2YSUsqlAv2Tgd 144
G4uYV/fWorcCBEmwbzgVa8HAjQHreum1DHI7g4GwOMYXzgxm679MdA i t56a/wxRq8V+vilw4s7DJIq
ypxrS45Fe9EAOYOtVLKKsrP37aQ3eCTuSB17KISFFnYtw5dgHAThg887KXYELgB972gAc7ul gKUP
8L+raQy4XgQ4avir+IWcOMoJxeoZ2hUZmVpHIt5iGu8mo9KROh3T/G6U+iv+1eQ3/L1H3daYCwOl
ROs1GUk/WzTRrRjJINUZRIKPh8YggxByxQJ4zoQLckc5203DDgNsjDIb4v174UBuOhl 7gxjRHtHO2
cWk609MhmRGNFA==</ds : X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NamelD Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified"
NameQualifier="meteornetwork.org">LTIl_AP40</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:sender-vouches"/>
</saml2:Subject>
<saml2:Conditions NotBefore="2012-02-06T15:09:37.890Z" NotOnOrAfter="2012-02-06T15:11:37.890Z"/>
<saml2:AuthnStatement Authnlnstant="2012-02-06T15:09:37.890Z">
<saml2:SubjectLocality Address="10.10.101.194" DNSName="lticslt-06"/>
<saml2:AuthnContext>
<saml2:AuthnContextClassRef/>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>

<saml2:Attribute FriendlyName="ProviderType"™ NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>

<saml2:AttributeValue xsi:type="xs:string">AccessProvider</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>

<wsse:SecurityTokenReference xmlns:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"

wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2._0" wsu: ld=""STRSAMLId-
67FCDC5A46DAA2CE8F13285409792345"">
<wsse:Keyldentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLID">_67FCDC5A46DAA2CE8F13285409787811</wsse:Keyldentifier>
</wsse:SecurityTokenReference>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" 1d="SIG-2">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="soap"/>

</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal'/>
<ds:Reference URI="#id-1">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="""

</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>MfZMIZ3wKoHswOzwm832VJIn9Sec=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#STRSAMLI1d-67FCDC5A46DAA2CEBF13285409792345">
<ds:Transforms>

<ds:Transform Algorithm="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-

security-1.0#STR-Transform">
<wsse:TransformationParameters>

<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

</wsse:TransformationParameters>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>TD9m1c1X8z0mQ7R1bacibHBhVok=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>kBh8Ry2Kv3qgP579fQWKVXUQBhy71Xj f7Z+i9w4eSs8n8kEcy jJE81RJIQd+tAL1KYFCGCOKCgRPZNQ
S74hbUFNHGT1JuoQPGa3Mal OFIx1KFm5+uKEUu9vp/rRjnN16LXd108tFFzNXGLUXLhG7XxX0dRo 19
A99nRGDktlouhHUVUUBRE2KBO5R I roCDA+e0nQ/RzokJ5QVSu3QMyLVsXucgbSSNe iGVHI21C8b+
XeL5VSVGJIqGSvySQFKm6 IhLcBWEM+R8vceF j QO0oEHC8QSKTECFzdAPTeRKMASYA7CR4JJsbgmMzZ
h7LABKW60gLrQpQPZjtudh2spdQHG2y7hpgWlw==</ds:SignatureValue>
<ds:KeylInfo 1d="Keyld-67FCDC5A46DAA2CE8F13285409792342">
<wsse:SecurityTokenReference wsu:l1d="STRId-67FCDC5A46DAA2CE8F13285409792343"">
<ds:X509Data>
<ds:X5091ssuerSerial>
<ds:X5091ssuerName>CN=Meteor Test Root Certificate
Authority,ST=NY,C=US,E=jlazos@ltionline.com,0=Logic Technology\, Inc,OU=Meteor Development</ds:X509IssuerName>
<ds:X509SerialNumber>1</ds:X509SerialNumber>
</ds:X5091ssuerSerial>
</ds:X509Data>
</wsse:SecurityTokenReference>
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</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
</soap:Header>
<soap:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-utility-1.0.xsd" wsu:ld="id-1">
<ns2:GetlIndexProviders xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">
<MeteorVersion>
<maintenance>0</maintenance>
<major>4</major>
<minor>0</minor>
<release>0</release>
</MeteorVersion>
</ns2:GetlIndexProviders>
</soap:Body>
</soap:Envelope>

Response Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns2:GetlndexProvidersResponse xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">
<GetlndexProvidersResponse>
<institutionldentifier>LTI_IP40</institutionldentifier>
<url>http://localhost:8080/indexprovider/services/IndexProviderService</url>
</GetlIndexProvidersResponse>
</ns2:GetlIndexProvidersResponse>
</soap:Body>
</soap:Envelope>

GetDataProvider Operation
Gets connection info for a specified Data Provider.

GetAllDataProviders Operation

Gets connection info for all data providers in the registry. This operation is more efficient
than calling GetDataProvider for each data provider returned by the Index Provider, since it
requires only one web service call.

Request Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/*>
<soap:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmIns:wsu="http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-utility-1.0.xsd" soap:mustUnderstand=""1">
<saml2:Assertion xmIns:saml2="urn:oasis:names:tc:SAML:2_0:assertion” xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" I1D=""_96282B1A1B479C3197132855574942126" Issuelnstant="2012-02-
06T19:15:49.4217" Version="2_.0" xsi:type="saml2:AssertionType'>
<saml2: Issuer>meteornetwork.org</saml2: Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#_96282B1A1B479C3197132855574942126">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>QSATVRRLObOW49vgsh72G3KcVwec=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>

<ds:SignatureValue>0ry69112emh+x4tSMJOC3XeF+1sdteogixfRVNnIHHVIrKz69iFZIqtPmMES+CV9y49z1f3iLcuzrfiM6fs+5epSkSxM67pWB5ZA9iPTS/uXPzL
nSAt5HHgFWyKQWc540V4hamrD3LSc 1Qu9gAj RTfudygttu05xzfOpD9q2YH8rxgJwmx I TMgMGh8h IspYUBgKVSQZKVUO I 1+bnSgudR6mRyaDVEBS i4QVrjeIxJQlevQWSA
a5t0sxgAp/UFKAYVQeT/ynX02HctBuQRkIL//vNy 16VnVPOF7xpKeCVtzBL3ABZMT jpsFQoal.zD14z8Y j94299WqcP I15h+F5LHXvSGw==</ds:SignatureValue>
<ds:KeylInfo>
<ds:X509Data>
<ds:X509Certificate>MI IECDCCAVCgAWIBAg IBATANBgkghk i GOWOBAQQFADCB I TEVMCOGALUEAXMMTWYOZ WOy IFR1c3Qg

Um9vdCBDZXJ0aWZpY2F0ZSBBdXRob3JIpdHkxCzAJIBgNVBAgTAK5ZMQswCQYDVQQGEWJIVUZE JMCEG

CSqGS 1b3DQEJARYUamxhem9zQGx0aW9ubG luZS5jb20xHjAcBgNVBAOTFUXvZ2 1 j IFRIY2hub2xv

Z3ks 1EluYZzEbMBKGALUECXMSTWVOZW9y I ER 1dmVsb3BtZW50MB4XDTEXMDKwNZ IwMjAXMIoXDTE2

MDkwNT IwMj AxM I owgZwxH j AcBgNVBAMTFXd3dy5tZXR1b3JuzZXR3b3JrLm9yZzELMAKGALUECBMC
T1kxCzAJBgNVBAYTAIVTMSMwIQYJKoZ I hveNAQkBFhRgbGF6b3NAbHRpb25saWs I LmNvb TEeMBWG

ALUEChMVTGOnaWMgVGV j aG5vhGIneSwgSW5 j MRsWGQYDVQQLEXJINZXR 1b3 1gRGV2ZWxvcG1 IbnQw

ggEiMAOGCSGS 1b3DQEBAQUAA4 I BDWAWGYEKAO I BAQCVWH5+52Jbd TFgHKSAXIr33HKkYs3Zm I YHPF

b103LcfEvIjBNgMVSRY t2T++X7nfHAYBz4A040ZFHMPK6EJIXcLYXQO I YFMEUrcVVETai+YzVDSk2
1hD900E1008W6R5p+1VMRUPMUGKvOUDGV7mo+nmkZoNO757mu74Qpy80W06dUvzGEwvoQ6PUMICr
1ddFj+TEnZQbX187ZjvQqzZM2Xs933D+In/gwVNOgrf46SFeNLOHHV IV71dMAZzaqgWKrov8tTzwj I
XxdXH8FP/FWyBFUs1ihQ4x0s I iRw+pvn5mTFOtobN I 1bb8VDBwz6j +i 1+mbE4BSkVakagNZWQze8c

JFqTAgMBAAGJ Qj BAMCAGA1UAEQQZMBeCFXd3dy5tZXR1b3JuZXR3b3JrLm9yZzAIBgNVHRMEA JAA
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MBEGCWCGSAGG+E I BAQQEAW | GQDANBgkaghk i GOWOBAQQFAAOCAQEAgPQLM2yT2YSUsqlAv2Tgd 144
G4uYV/fWorcCBEmwbzgVa8HAjQHreum1DH17g4GwOMYXzgxm679MdA T t56a/wxRq8V+vWw4s7DJIqg
ypxrS45Fe9EAOYOtVLKKsrP37aQ3eCTuSB17KISFFnYtw5dgHAThg887KXYELgB972gAc7ul gKUP
8L+raQy4XgQ4avir+IWcOMoJxeoZ2hUZmVpHIt5iGu8mo9KROh3T/G6U+iv+1eQ3/L1H3daYCwOl
ROs1GUk/WzTRrRjJINUZRIKPh8YggxByxQJ4zoQLckc5203DDgNsjDIb4v174UBuOhl 7gxjRHtHO2
cWk609MhmRGNFA==</ds :X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NamelD Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified"
NameQualifier="meteornetwork.org”>LTI_I1P40</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:sender-vouches"/>
</saml2:Subject>
<saml2:Conditions NotBefore="2012-02-06T19:15:49.406Z" NotOnOrAfter="2012-02-06T19:17:49.406Z"/>
<saml2:AuthnStatement Authnlnstant="2012-02-06T19:15:49.406Z">
<saml2:SubjectLocality Address="10.10.101.194" DNSName="lticslt-06"/>
<saml2:AuthnContext>
<saml2:AuthnContextClassRef/>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="ProviderType" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string">IndexProvider</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
<wsse:SecurityTokenReference xmlns:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"
wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2._0" wsu: ld=""STRSAMLId-
96282B1A1B479C3197132855574950030"">
<wsse:Keyldentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLID">_96282B1A1B479C3197132855574942126</wsse:Keyldentifier>
</wsse:SecurityTokenReference>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" 1d="SI1G-12">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="soap"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal'/>
<ds:Reference URI="#id-11">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList=""/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>Vg8Lk/g7MEILOXG1k9rYDdvvSw4=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#STRSAMLI1d-96282B1A1B479C3197132855574950030" >
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-1.0#STR-Transform">

<wsse:TransformationParameters>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</wsse:TransformationParameters>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>J5++HpJFC6FTTUZU9AN2J704Hes=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>1bCUgAXCOTL8M/JE3v2YEXal4digU3PFKAOaxh0Ym2miLxoXTYPipbHPp3Sez1nEB904Xj TOX0ORX
P¥38CspGo INhA+hws3y8VFuEhscpWj5y4fp9anPhSmMMvy3MsNmOghTDAZ§JOYzBoOXTSuZ3gqYN
gRTB0SU3Z1 jQG6outc I tX+0CPXxQ/cQGuawhkM4e06ZQUKay+VTyfCucL IKE3zEbi1n8ulLZkP3UV2
KdWvDysTApbLmOVKHXsH2HTgEHVOOE4Z2Es9M+Aku0zC5amQwZFH/srhHdU71c5y11dntLFLkaN9
QKt3QKFFAFdp4hORajDpvqiUsluh6AiOxFIBgg==</ds:SignatureValue>
<ds:KeylInfo 1d="Keyld-96282B1A1B479C3197132855574950027"">
<wsse:SecurityTokenReference wsu:1d="STR1d-96282B1A1B479C3197132855574950028"">
<ds:X509Data>
<ds:X5091ssuerSerial>
<ds:X509IssuerName>CN=Meteor Test Root Certificate
Authority,ST=NY,C=US,E=jlazos@ltionline.com,0=Logic Technology\, Inc,OU=Meteor Development</ds:X509IssuerName>
<ds:X509SerialNumber>1</ds:X509SerialNumber>
</ds:X5091ssuerSerial>
</ds:X509Data>
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
</soap:Header>
<soap:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd" wsu:ld="id-11">
<ns2:GetAllDataProviders xmlns:ns2="http://ws.common.meteor.meteornetwork.org/"/>
</soap:Body>
</soap:Envelope>

Response Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/'>
<soap:Body>
<ns2:GetAlIDataProvidersResponse xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">
<GetAl IDataProvidersResponse>
<institutionldentifier>DP33-LRS</institutionldentifier>
<meteorVersion>3.3.4.0</meteorVersion>



<url>http://localhost:8180/DataProvider-3.3.4-LRS/rpcrouter</url>

</GetAlIDataProvidersResponse>

<GetAl IDataProvidersResponse>
<institutionldentifier>DP33-L0</institutionldentifier>
<meteorVersion>3.3.4.0</meteorVersion>
<url>http://localhost:8180/DataProvider-3.3.4-L0/rpcrouter</url>

</GetAl IDataProvidersResponse>

<GetAl IDataProvidersResponse>
<institutionldentifier>DP33-SBS</institutionldentifier>
<meteorVersion>3.3.4.0</meteorVersion>
<url>http://localhost:8180/DataProvider-3.3.4-SBS/rpcrouter</url>

</GetAl IDataProvidersResponse>

<GetAl IDataProvidersResponse>
<institutionldentifier>DP40-G</institutionldentifier>
<meteorVersion>4.0.0.0</meteorVersion>
<url>http://localhost:8080/dataprovider-G/services/DataProviderService</url>

</GetAl IDataProvidersResponse>

<GetAl IDataProvidersResponse>
<institutionldentifier>DP40-FAT</institutionldentifier>
<meteorVersion>4.0.0.0</meteorVersion>
<url>http://localhost:8080/dataprovider-FAT/services/DataProviderService</url>

</GetAlIDataProvidersResponse>

<GetAl IDataProvidersResponse>
<institutionldentifier>DP40-L0O</institutionldentifier>
<meteorVersion>4.0.0.0</meteorVersion>
<url>http://localhost:8080/dataprovider-L0/services/DataProviderService</url>

</GetAl IDataProvidersResponse>

<GetAl IDataProvidersResponse>
<institutionldentifier>DP40-S</institutionldentifier>
<meteorVersion>4.0.0.0</meteorVersion>
<url>http://localhost:8080/dataprovider-S/services/DataProviderService</url>

</GetAl IDataProvidersResponse>

<GetAl IDataProvidersResponse>
<institutionldentifier>DP33-G</institutionldentifier>
<meteorVersion>3.3.4.0</meteorVersion>
<url>http://localhost:8180/DataProvider-3.3.4-G/rpcrouter</url>

</GetAl IDataProvidersResponse>

<GetAl IDataProvidersResponse>
<institutionldentifier>DP40-GSP</institutionldentifier>
<meteorVersion>4.0.0.0</meteorVersion>
<url>http://localhost:8080/dataprovider-GSP/services/DataProviderService</url>

</GetAlIDataProvidersResponse>

<GetAl IDataProvidersResponse>
<institutionldentifier>DP40-LRS</institutionldentifier>
<meteorVersion>4.0.0.0</meteorVersion>
<url>http://localhost:8080/dataprovider-LRS/services/DataProviderService</url>

</GetAlIDataProvidersResponse>

</ns2:GetAl IDataProvidersResponse>
</soap:Body>
</soap:Envelope>

GetAliases Operation

Returns the list of aliases for the given Meteor institution identifier. APCSR and LENDER
users are only allowed to view data provided by their own institution or one of its aliases.

Request Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/*>
<soap:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmIns:wsu="http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-utility-1.0.xsd" soap:mustUnderstand="1">
<saml2:Assertion xmIns:saml2="urn:oasis:names:tc:SAML:2._0:assertion” xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance™ I1D=""_98AEADD17F6D682727132855603610961" Issuelnstant="2012-02-
06T19:20:36.109Z" Version="2_.0" xsi:type="saml2:AssertionType'>
<saml2: Issuer>meteornetwork.org</saml2: Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#_98AEADD17F6D682727132855603610961">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>MtHomPgH2Diu02JzDnH6BJIKZAmY=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>RSLhnQBIs+e3a9z0Qb0g3C10VXuYmmwa/6cX0BEVN1gV22kaEJDgFL IAXn I ThOrcR6LCwMwOUdXh2FeC5Roc7E21dZp034g+SG7r9lsM7eLsHv
XXFixxQFVrHKFi 1dMTQZYKVFt0/elUwOTCjoadmnGP+Q/0QhrJaMtF1fMy65wW/ jA21g57DE 14mzzWK L jgvT8K38 EEEbECP i Tnnr+JPZhpOR I F4CnvGOGdi ryqWNOGOJ
k+0w/kn+K+wyZ+XrUHC40Bb 1VulqUTYCds7530C6g723SqSw+Fiwsy7sNU5Uo/Zcnfl 7K6ruCEQo967pul/2/aSlvH2NwohyL SGM9dA==</ds:SignatureValue>
<ds:KeylInfo>
<ds:X509Data>
<ds:X509Certificate>MI IECDCCAVCgAWIBAg IBATANBgkghk i GOWOBAQQFADCBIr TEVMCOGALUEAXMMTWYOZ WOy IFR1c3Qg
Um9vdCBDZXJ0aWZpY2F0ZSBBdXRob3JIpdHkxCzAJIBgNVBAgTAK5ZMQswCQYDVQQGEWJIVUZE JMCEG
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CSqGS 1b3DQEJARYUamxhem9zQGx0aW9ubG luZS5jb20xHjAcBgNVBAoTFUXvZ2 1 j IFRIY2hub2xv
Z3ks IEluYzEbMBKGALUECXMSTWVOZW9y I ER 1dmVsb3BtZW50MB4XDTEXMDKwNZz IwMjAXMIoXDTE2
MDKwWNT IwMj AxMI owgZwxH jACBgNVBAMTFXd3dy5tZXRIb3JuZXR3b3JIrLm9yZzEL MAKGALUECBMC
T1kxCzAJBgNVBAYTAIVTMSMwIQYJKoZ I hveNAQkBFhRgbGF6b3NAbHRpb25saWs5 I LmNvb TEeMBWG
ALUEChMVTGOnaWMgVGV j aG5vhGIneSwgSW5 j MRsWGQYDVQQLEXJINZXR 1b3 1gRGV2ZWxvcG1 IbnQw
ggEiMAOGCSGS Ib3DQEBAQUAA4 I BDWAWGYEKAO I BAQCVWH5+52Jbd TFgHKSAXIr33HkYs3Zm I YHPF
b103LcfEvIjBNgMVSRY t2T++X7nfHAYBz4A040ZFHMPK6EJIXcLYXQO I YFMEUrcVVETai+YzVDSk2
1hD90OE1008WER5p+1VMRUPMUGKVOUDGY 7mo+nmkZoNO757mu74Qpy80W06dUvzGEWVOQEPUMICK
1ddFj+TEnZQbX187ZjvQqzZM2Xs933D+In/gwVNOgrf46SFeNLOHHV IV71dMAZzaqgWKrov8tTzwj I
XdXH8FP/FWyBFUs 1 1hQ4x0s 1 iRw+pvn5mTFOtobN 1 1bb8VDBwz6 j+i1+mbE4BSkVakagNZWQze8c
JFqTAGMBAAG J Qj BAMCAGA1UJEQQZMBeCFXd3dy5tZXR1b3JuZXR3b3JrLm9yZzAIBgNVHRMEA JAA
MBEGCWCGSAGG+E 1 BAQQEAW I GQDANBgkghk i GOWOBAQQFAAOCAQEAGPQLM2y T2YSUsqlAv2Tgd 144
G4uYV/fWorcCBEmwbzgVa8HAjQHreum1DHI7g4GwOMYXzgxm679MdA i t56a/wxRq8V+viw4s7DIq
YpXrS45Fe9EAOYOtVLKKsrP37aQ3eCTuSB17K I SFFNYtw5dgHAIhq887KXYELgBI720Ac7ul gKUP
8L+raQy4XgQ4avir+IWcOMoJxeoZ2hUZmVpHIt5iGu8mo9KROh3T/G6U+iv+1eQ3/L1H3daYCwOl
ROs1GUk/WzTRrRjJNUuZRIKPh8YggxByxQJ4zoQLckc5203DDgNs jD1b4v174UBuOh 1 7gxjRHtHO2
cWk609MhmRGNFA==</ds :X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NamelD Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified"
NameQualifier="meteornetwork.org">DP40-G</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:sender-vouches"/>
</saml2:Subject>
<saml2:Conditions NotBefore="2012-02-06T19:20:36.078Z" NotOnOrAfter="2012-02-06T19:22:36.078Z"/>
<saml2:AuthnStatement Authnlnstant="2012-02-06T19:20:36.078Z">
<saml2:SubjectLocality Address="10.10.101.194" DNSName="Iticslt-06"/>
<saml2:AuthnContext>
<saml2:AuthnContextClassRef/>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="ProviderType" NameFormat='"‘urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string">DataProvider</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
<wsse:SecurityTokenReference xmlns:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"
wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0" wsu: ld=""STRSAMLId-
98AEADD17F6D682727132855603618765"">
<wsse:Keyldentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLID">_98AEADD17F6D682727132855603610961</wsse:Keyldentifier>
</wsse:SecurityTokenReference>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" 1d="S1G-26">
<ds:SignedlInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="soap"/>
</ds:Canonical izationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#id-25">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList=""/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>JcK3uhwxN4QeO0Y4smjVYpAt8uc=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#STRSAMLI1d-98AEADD17F6D682727132855603618765">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-1.0#STR-Transform'>
<wsse:TransformationParameters>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</wsse:TransformationParameters>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>5CS5AAGIstrPa+oKTNLtznAkOtY=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>c8U2pgtWel Yu/ZaPGPhY9Jv3sets240+Kst3UCKAZpF I rBYXFAGN44GSSQFkeOPobfXEE2/9FZ5S
cC6ajGCiRQOKVT1hvALAdNnKk I i6wb1x7R3epUoDhYtAybupOuX1le7tBgGausSmOQsV3FgOlcOw4GG
MhGTB341+/w2693kqlrKlyAK7J+LTeLvYJI5FcMbrKueBsyUgnVZgPOzyOknGsjSOLMzQaL tM 15+
13hGR3HXFMOINRXZz9ng 10Wbgnmg8DxXX4bjzYp I 2L7WHvEtWuu7 IRjufN9b/Vz6 1 1lvac3kDFOx9CC
9MeGVMdO90kmk5t10WhG78WFza2yHATcwivD2Q==</ds:SignatureValue>
<ds:Keylnfo Id="Keyld-98AEADD17F6D682727132855603618762"">
<wsse:SecurityTokenReference wsu: 1d="STRI1d-98AEADD17F6D682727132855603618763"">
<ds:X509Data>
<ds:X5091ssuerSerial>
<ds:X509IssuerName>CN=Meteor Test Root Certificate
Authority,ST=NY,C=US,E=jlazos@ltionline.com,0=Logic Technology\, Inc,0OU=Meteor Development</ds:X509lssuerName>
<ds:X509SerialNumber>1</ds:X509SerialNumber>
</ds:X5091ssuerSerial>
</ds:X509Data>
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
</soap:Header>
<soap:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd" wsu:ld="id-25">
<ns2:GetAliases xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">
<MeteorInstitutionld>LTI_AP40</MeteorInstitutionld>
<ProviderType>ACCESS</ProviderType>



</ns2:GetAliases>
</soap:Body>
</soap:Envelope>

Response Example

<?xml version="1.0" encoding="utf-8"7>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns2:GetAliasesResponse xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">
<GetAl iasesResponse>003800</GetAl iasesResponse>
<GetAliasesResponse>84106</GetAl iasesResponse>
<GetAliasesResponse>700057</GetAl iasesResponse>
<GetAliasesResponse>708500</GetAl iasesResponse>
<GetAliasesResponse>708569</GetAl iasesResponse>
<GetAliasesResponse>809547</GetAl iasesResponse>
<GetAliasesResponse>809569</GetAl iasesResponse>
<GetAliasesResponse>12345601</GetAl iasesResponse>
</ns2:GetAliasesResponse>
</soap:Body>
</soap:Envelope>

GetAuthenticationLevel Operation

Given the calling provider’s institution identifier and provider type, and a security token’s
authentication process id and role, returns the minimum authentication level required for
the user. This value is compared to the authentication level on the user’s security token.

Request Example

<?xml version="1.0" encoding=""utf-8"?7>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd" soap:mustUnderstand="1">
<saml2:Assertion xmlIns:saml2="urn:oasis:names:tc:SAML:2_0:assertion" xmlns:xs="http://www.w3.0org/2001/XMLSchema"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance' 1D="_7B45699CB6CAB6A839132855575534326" Issuelnstant="2012-02-
06T19:15:55.343Z" Version="2.0" xsi:type="saml2:AssertionType'>
<saml2: Issuer>meteornetwork.org</saml2: Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal'/>
<ds:Reference URI="#_7B45699CB6CAB6A839132855575534326">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature'/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>CCeE1YQrddbw6kCj jMBIgOUvhTk=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>N96g61S3ukuAey6NvolYacQhucD8F487 IUJVZEV2NUT Im5iz+4yGxpFvB1+V1d19Cir84wD I fUdEj2zajYc02xTOZ+Gb3GGZnVwolD7JIGAU3WY
Ri IF/afDwaqgfkgw++A6wYwDkxFS5uMWium4U I 7EnGV4T0eNODWEX7cqD5i37pJ7At0YkaUZMLBORr0Z/nMM52PA1B5PN0Otr6yscC8Ji/0YZ7Yx7094voJ 1Fg7zOnmYdAl
EF7Z0dRcObsUI5E+g9dcuSbk9S6z I FyeMuGal 0dvMvVn2MFG I 5bQbwd 14gxzkcoUQFIUEW+03aGgXkJVZqCO+Az88krZ1jVyoVN8nYA==</ds:SignatureValue>
<ds:KeylInfo>
<ds:X509Data>
<ds:X509Certificate>MI IECDCCAVCgAWIBAg IBATANBgkghk i GOWOBAQQFADCB I TEVMCOGALUEAXMMTWYOZWOy IFR1c3Qg
Um9vdCBDZXJ0aWZpY2F0ZSBBdXRob3JpdHkxCzAJIBgNVBAgGTAKS5ZMQswCQYDVQQGEWJIVUZEjMCEG
CSqGS 1b3DQEJARYUamxhem9zQGx0aW9ubG luZS5 jb20xHjAcBgNVBAOTFUxvZ21j I FR1Y2hub2xv
Z3ks1E1uYZEbMBKGALUECXMSTWVOZW9y I ER1dmVsb3BtZW50MB4AXDTEXMDkwNz IwMjAxMIoXDTE2
MDkwNT IwM j AxMIowgZwxH j AcBgNVBAMTFXd3dy5tZXR1b3JuZXR3b3JrLm9yZzELMAKGALUECBMC
T1kxCzAJBgNVBAYTAIVTMSMwIQYJKoZ IhveNAQKBFhRgbGF6b3NAbHRpb25saWs I LmNvb TEeMBWG
ALUEChMVTG9naWMgVGVjaG5vbGIneSwgSW5 jMRswGQYDVQQLEXJINZXR b3 1gRGV2ZWxvcG1l IbnQw
ggEiMAOGCSGS 1b3DQEBAQUAA4 I BDWAWGGEKAO I BAQCVWH5+52Jbd TFgHKSAXIr33HkYs3ZmI YHPF
b103LcTEvIjBNgMVSRy t2T++X7nfHAYBz4A040ZFHMPK6EJIXcLYXQO I YFMEUrcVVETai+YzVDSk2
1hD90OE1008W6R5p+1VMRUPMUGKVOUDGV7mo+nmkZoNO757mu74Qpy80W06dUvzGEwvoQ6PuMICr
iddFj+TEnZQbX 187ZjvQqZM2Xs933D+JIn/gwVNOgrf46SFeNLOHHV 1V71dMAZzaqgWKrov8tTzwj |
XxdXH8FP/FWyBFUs1ihQ4x0s I iRw+pvn5mTFOtobN I 1bb8VDBwz6j +i 1+mbE4BSkVakagNZWQze8c
JFqTAgMBAAG] Qj BAMCAGALUdEQQZMBeCFXd3dy5tZXRIb3JuZXR3b3JIrLm9yZzAJBgNVHRMEAjAA
MBEGCWCGSAGG+E 1BAQQEAW 1 GQDANBgkghk i GOWOBAQQFAAOCAQEAgPQLM2y T2YSUsq1Av2Tgd 144
G4uYV/fWorcCBEmwbzgVa8HAjQHreum1DHI7g4GwOMYXzgxm679MdA i t56a/wxRq8V+vilw4s7DJIq
YpXrS45Fe9EAOYOtVLkKsrP37aQ3eCTuSB17KISFFnYtw5dgHAThg887KXYELgBI72gAc7ul gKUP
8L+raQy4XgQ4avir+IWcOMoJxeoZ2hUZmVpHIt5iGu8mo9KROh3T/G6U+iv+1eQ3/L1H3daYCwOl
ROs1GUk/WzTRrRjJIuZRIKPh8YggxByxQJ4zoQLckc5203DDgNs jD1b4v174UBuOhl7gxjRHtHO2
cWk609MhmRGNFA==</ds :X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NamelD Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified"”
NameQual ifier="meteornetwork.org">DP40-L0</saml2:Name D>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:sender-vouches"/>
</saml2:Subject>
<saml2:Conditions NotBefore="2012-02-06T19:15:55.328Z" NotOnOrAfter="2012-02-06T19:17:55.3282"/>
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<saml2:AuthnStatement Authnlnstant="2012-02-06T19:15:55.3287">
<saml2:SubjectLocality Address="10.10.101.194" DNSName="lticslt-06"/>
<saml2:AuthnContext>
<saml2:AuthnContextClassRef/>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="ProviderType"™ NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string">DataProvider</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
<wsse:SecurityTokenReference xmlns:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"
wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0" wsu: ld=""STRSAMLId-
7B45699CB6CAB6A839132855575545330"">
<wsse:Keyldentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLID">_7B45699CB6CAB6A839132855575534326</wsse:Keyldentifier>
</wsse:SecurityTokenReference>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" 1d="S1G-12">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="soap"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal'/>
<ds:Reference URI="#id-11">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList=""/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>feFDORBFFWIXD18gQXj4SlypaTw=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#STRSAML1d-7B45699CB6CAB6A839132855575545330" >
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-1.0#STR-Transform">
<wsse:TransformationParameters>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</wsse:TransformationParameters>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>XDaM9pb3ysPTLLDX1Qn8nezbJ71=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>mL3Rb/ze6INTj/ZWb42hH8Npw5pAQLFmVY7/Hc1BWMNB7 I eR8VhXCcKXTsKP/NOFQUWSLDOGPtwYy
OPKADvgG2+0mJEyo I 7x1DUwL+XZu/hTE+9MPCb i HIM30NKUCZ3uugeeSX/1Q3KmVj 7iDl1a7k89xV
mPZ3ZVuGVjPPr7AN3FSCjBgmegCqVBXWpjvppZ2rlsg90008Pz6ix1U9YhncruKpzcdymHVBZXEQ
ZFL1iZRS0zFZ3rEavOwT7JImRnG/35NA3tncZ6HIr 1cTcgqS7kzfaFndxzyqLriBU9LBK/7zUQAzu
30Amv 1z7N2b+J+aTtEAKKr fg6VMFdH5PZnM8yg==</ds:SignatureValue>
<ds:KeylInfo 1d="Keyld-7B45699CB6CAB6A839132855575545327"">
<wsse:SecurityTokenReference wsu:ld="STRId-7B45699CB6CAB6A839132855575545328"">
<ds:X509Data>
<ds:X5091ssuerSerial>
<ds:X5091ssuerName>CN=Meteor Test Root Certificate
Authority,ST=NY,C=US,E=jlazos@ltionline.com,0=Logic Technology\, Inc,0OU=Meteor Development</ds:X509IssuerName>
<ds:X509SerialNumber>1</ds:X509SerialNumber>
</ds:X5091ssuerSerial>
</ds:X509Data>
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
</soap:Header>
<soap:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd" wsu:ld="id-11">
<ns2:GetAuthenticationLevel xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">
<Meteor Institutionld>DP40-L0</MeteorInstitutionld>
<AuthenticationProcessld>1</AuthenticationProcessld>
<ProviderType>DATA</ProviderType>
<Role>BORROWER</Role>
</ns2:GetAuthenticationLevel>
</soap:Body>
</soap:Envelope>

Response Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns2:GetAuthenticationLevelResponse xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">
<GetAuthenticationLevelResponse>3</GetAuthenticationLevelResponse>
</ns2:GetAuthenticationLevelResponse>
</soap:Body>
</soap:Envelope>

GetVersion Operation

Given a Meteor institution identifier, returns the version of Meteor that institution is
running. Use this method to determine if backwards compatibility is necessary.
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Request Example

<?xml version="1.0" encoding="utf-8"?7>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmins:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd" soap:mustUnderstand="1">
<saml2:Assertion xmlIns:saml2="urn:oasis:names:tc:SAML:2_0:assertion" xmlns:xs="http://www.w3.0org/2001/XMLSchema"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance' 1D="_850723AFD328882056132864035384311" Issuelnstant="2012-02-
07T18:45:53.843Z" Version="2.0" xsi:type="saml2:AssertionType'>
<saml2: Issuer>meteornetwork.org</saml2: Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal'/>
<ds:Reference URI="#_850723AFD328882056132864035384311"">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature'/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-c14n#" PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>eNALWOe+3j6KMccHVwWpXbY41LrO=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:SignatureValue>bmn5tgQ8U9 IHtZ2HAW6Tkbg6C1z00mH i Gxz1UTFU6KLX 1 17MIBZSeyRTMI in9gtLSxnXFwS1Qxc 1k/KkCvR8sgl 1ovX5CEGM7ggppSKhnxwnyT9
MEFCIwVB3zjO+10ZQgkUcosokig2SbeG4kJu2WOInb75rGiVOD72HSVXOAF30P8ev21gEp6K2VUSPXNIrZextpxX7qL3+eLtrPOCKO+VEU10FMXc2vEnibX99XLg5GRxdO
cH/JIRpFZtvqgMxs51Sqj8FfBKPVprHow68/U4wC/7VU1/k94HS+osY 1+R39dYgIN2C7 j rRTgRXF87Y3cCNOFsC392m+sMHXGE I cQj XZA==</ds:SignatureValue>
<ds:KeylInfo>
<ds:X509Data>
<ds:X509Certificate>MI 1 ECDCCAvCgAw I BAg I BATANBgkghk i GOWOBAQQFADCBIr TEVMCOGALUEAXMMTWVOZWOy I FRIc3Qg
Um9vdCBDZXJ0aWzZpY2F0ZSBBdXRob3JpdHkxCzAJBgNVBAgTAK5ZMQswCQYDVQQGEWJIVUZE jMCEG
CSqGS 1b3DQEJARYUamxhem9zQGx0aW9ubG luZS5 jb20xHjAcBgNVBAOTFUXxvZ21j I FR1Y2hub2xv
Z3ks1E1uYZEbMBKGALUECXMSTWVOZW9y I ER1dmVsb3BtZW50MB4AXDTEXMDkwNz IwMjAxMIoXDTE2
MDKWNT IwMjAxMIowgZwxHj AcBgNVBAMTFXd3dy5tZXRIb3JuZXR3b3JrLm9yZzELMAKGALUECBMC
T1kxCzAJBgNVBAYTAIVTMSMwIQYJKoZ IhveNAQKBFhRgbGF6b3NAbHRpb25saWs5 I LmNvb TEeMBWG
ALUEChMVTG9naWMgVGVjaG5vbGIneSwgSW5 jMRswGQYDVQQLEXJINZXR b3 1gRGV2ZWxvcG1l IbnQw
ggEiMAOGCSGS 1b3DQEBAQUAA4 I BDWAWGGEKAO I BAQCVWH5+52Jbd TFgHKSAXIr33HKkYs3ZmI YHPF
b103LcfEv I jBNgMVSRyt2T++X7nTHAYBz4A040ZFHMPKGEJIXCcLYXQO 1 YFMEUrcVVETai+YzVDSk2
1hD90OE1008W6R5p+1VMRUPMUGKVOUDGV7mo+nmkZoNO757mu74Qpy80W06dUvzGEwvoQ6PuMICr
iddFj+TEnZQbX 187ZjvQqZM2Xs933D+JIn/gwVNOgrf46SFeNLOHHV 1V71dMAZzaqgWKrov8tTzwj |
xdXH8FP/FWyBFUs 1 1hQ4x0s I iRw+pvn5mTFOtobN I 1bb8VDBwz6j +i1+mbE4BSkVakagNZWQze8c
JFqTAgMBAAG] Qj BAMCAGALUdEQQZMBeCFXd3dy5tZXRIb3JuZXR3b3JIrLm9yZzAJIBgNVHRMEAjAA
MBEGCWCGSAGG+E 1BAQQEAW 1 GQDANBgkghk i GOWOBAQQFAAOCAQEAgPGLM2y T2YSUsq1Av2Tgd 144
G4uYV/fWorcCBEmwbzgVa8HAjQHreum1DHI7g4GwOMYXzgxm679MdA i t56a/wxRq8V+vilw4s7DJIq
ypxrS45Fe9EAOYOtVLKKsrP37aQ3eCTuSB17KISFFnYtw5dgHAThg887KXYELgB972gAc7ul gKUP
8L+raQy4XgQ4avir+IWcOMoJxeoZ2hUZmVpHIt5iGu8mo9KROh3T/G6U+iv+1eQ3/L1H3daYCwOl
ROs1GUk/WzTRrRjJIuZRIKPh8YggxByxQJ4zoQLckc5203DDgNs jD1b4v174UBuOhl7gxjRHtHO2
cWk609MhmRGNFA==</ds : X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NamelD Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified"”
NameQual ifier="meteornetwork.org">DP40-LRS</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:sender-vouches"/>
</saml2:Subject>
<saml2:Conditions NotBefore="2012-02-07T18:45:53.781Z" NotOnOrAfter="2012-02-07T18:47:53.781Z"/>
<saml2:AuthnStatement Authnlnstant="2012-02-07T18:45:53.781Z2">
<saml2:SubjectLocality Address="10.10.101.194" DNSName="lticslt-06"/>
<saml2:AuthnContext>
<saml2:AuthnContextClassRef/>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="ProviderType"™ NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string">DataProvider</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
<wsse:SecurityTokenReference xmlns:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"
wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0" wsu: ld=""STRSAMLId-
850723AFD328882056132864035393715"">
<wsse:Keyldentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLID">_850723AFD328882056132864035384311</wsse:Keyldentifier>
</wsse:SecurityTokenReference>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" 1d="SI1G-6">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="soap"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#id-5">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList=""/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>AXZGo8QUgY+iM5HVUTTRgG7WNZO=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#STRSAML1d-850723AFD328882056132864035393715"">
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<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-1.0#STR-Transform'>
<wsse:TransformationParameters>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</wsse:TransformationParameters>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>AwNKZKaxmSLhs6j7xjECH1lelYk=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>ZNcKGY8YeGLcTfWgLsi ITtOYFUYNjOp3EK2YTEM9Xewchs+fjXuFzruKzms IHQI91E7Z+1fATr2yj
GgxGzaOBuXn2hsvhZzufOHwimQamST5i4KJ/66 1 FxYCIIkv59UdGSLQN+X4bZXTRM+LEtLHZK2Wgp
Lui6ybDbVP3yMF+DgyndkyvKABe4cuVJhd9fpY1kZYvbcZjFl8aCHsaaMtstRdUuhVaq0G6fF3g+
SRgRAT3Ceh5FcrJ9nmqcFxB40FmcPyQ48T9GIOVUGR7V L j KF+PHVWgwWRg+2tSQAYwOWOtiB8Y/7p
d1UShCNoJ7zushtINydgQQkVaCaQNmTYYSY 18g==</ds:SignatureValue>
<ds:Keylnfo ld="Keyld-850723AFD328882056132864035393712"">
<wsse:SecurityTokenReference wsu:ld="STRId-850723AFD328882056132864035393713"">
<ds:X509Data>
<ds:X5091ssuerSerial>
<ds:X5091ssuerName>CN=Meteor Test Root Certificate
Authority,ST=NY,C=US,E=jlazos@Itionline.com,0=Logic Technology\, Inc,OU=Meteor Development</ds:X5091ssuerName>
<ds:X509SerialNumber>1</ds:X509SerialNumber>
</ds:X509IssuerSerial>
</ds:X509Data>
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
</soap:Header>
<soap:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd" wsu:ld="id-5">
<ns2:GetVersion xmIns:ns2="http://ws.common.meteor.meteornetwork.org/">
<MeteorlInstitutionld>LTI_AP33</Meteorinstitutionld>
<ProviderType>ACCESS</ProviderType>
</ns2:GetVersion>
</soap:Body>
</soap:Envelope>

Response Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/*>
<soap:Body>
<ns2:GetVersionResponse xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">
<GetVersionResponse>3.3.4.0</GetVersionResponse>
</ns2:GetVersionResponse>
</soap:Body>
</soap:Envelope>

IndexProviderService

WSDL

<?xml version="1.0" encoding="utf-8"?>
<wsdl:definitions xmlns:nsl="http://ws.common.meteor.meteornetwork.org/" xmlns:ns2="http://schemas.xmlsoap.org/soap/http"
xmIns:soapl2="http://schemas.xmlsoap.org/wsdl/soapl2/*" xmlns:tns="http://ws.index.provider._.meteor.meteornetwork.org/"
xmIns:wsdl="http://schemas.xmlsoap.org/wsdl/" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema’ name="IndexProviderService"
targetNamespace="http://ws. index.provider.meteor.meteornetwork.org/">
<wsdl : types>
<xs:schema xmIns:tns="http://ws.common.meteor._meteornetwork.org/" xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="unqualified" targetNamespace="http://ws.common.meteor.meteornetwork.org/" version="1.0">
<xs:element nam FindDataProvidersForBorrower"” type="tns:FindDataProvidersForBorrower"/>
<xs:element name="FindDataProvidersForBorrowerResponse" type="tns:FindDataProvidersForBorrowerResponse"/>
<xs:complexType name="FindDataProvidersForBorrower">
<Xs:sequence>
<xs:element minOccurs="0" name="RequestXml" type="xs:string"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name='"‘FindDataProvidersForBorrowerResponse’>
<xs:sequence>
<xs:element minOccurs="0" name="DataProvidersList" type='xs:string"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
</wsdl :types>
<wsdl :message name="‘FindDataProvidersForBorrower">
<wsdl:part element="nsl:FindDataProvidersForBorrower" name='"parameters'/>
</wsdl :message>
<wsdl :message name="‘FindDataProvidersForBorrowerResponse'>
<wsdl:part element="nsl:FindDataProvidersForBorrowerResponse' name='‘parameters'/>
</wsdl :message>
<wsdl:portType name="IndexProviderService'>
<wsdl :operation name="FindDataProvidersForBorrower'>
<wsdl:input message="nsl:FindDataProvidersForBorrower" name="FindDataProvidersForBorrower'/>
<wsdl:output message='"'nsl:FindDataProvidersForBorrowerResponse"” name="FindDataProvidersForBorrowerResponse"/>
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="IndexProviderServiceSoapBinding"” type="nsl:IndexProviderService">
<soapl2:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
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<wsdl:operation name="FindDataProvidersForBorrower">
<soapl2:operation soapAction=""" style="document"/>
<wsdl:input name="FindDataProvidersForBorrower'>
<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output name="FindDataProvidersForBorrowerResponse’>
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl :operation>
</wsdl:binding>
<wsdl:service name="IndexProviderService'>
<wsdl:port binding="tns:IndexProviderServiceSoapBinding" name="FindDataProvidersForBorrower'>
<soapl2:address location="http://localhost:8080/indexprovider/services/IndexProviderService"/>
</wsdl:port>
</wsdl:service>
</wsdl:definitions>

FindDataProvidersForBorrower Operation

Given a student SSN, the Index Provider returns a list of all Data Providers that may have
loan data on the student. The request data is a string XML document that implements the
Meteor Index Request schema. The list is returned as a string XML document that
implements the Meteor Index Response schema.

Request Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmIns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" soap:mustUnderstand="1">
<saml2:Assertion xmlns:saml2="urn:oasis:names:tc:SAML:2_0:assertion” xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance' 1D=""_67FCDC5A46DAA2CE8F132855574720355" Issuelnstant="2012-02-
06T19:15:47.203Z" Version="2.0" xsi:type="saml2:AssertionType"'>
<saml2: Issuer>meteornetwork.org</saml2: Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedlInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal'/>
<ds:Reference URI="#_67FCDC5A46DAA2CE8F132855574720355">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature’/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">

<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="xs"/>

</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>ysFID/EUyoC7GxnK9naGJQEWNaQ=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>

<ds:SignatureValue>Quq/jTXSIAATA80nPJoX07dNTSHBOaMH1drxP5PctN3gKJz9KtmONc72bFytgY6h9FNOG7Vr5GcKndQnpLMg26WzX8WTXDE1Vxs2/JaSOHP5m1
/a4 jNIYF+P149AvV+56RrHV7 Ipe jggNnN74FJdZudombmPVx681+j EdpjpwUgFwLEV8bmImlagu9Eui LwTD+YJCh IHN2+gOHORdAZ IKErNODp5 jhVwj sBvvFvZHyqgh4gTO

r2MPLk5kBj zSDJOPFaOnXEko+1wbUH5+Zi0SzfByZpxn2pmH8L8i kVYYK93Z9cgdJIhr+JUHZIHUC1pB218YGhZ711EEy5U2U6Jv8Bsw==</ds:SignatureValue>
<ds:KeylInfo>
<ds:X509Data>
<ds:X509Certificate>MI 1ECDCCAvCgAw I BAg I BATANBgkghk i GOWOBAQQFADCBIrTEVMCOGALIUEAXMMTWVOZWOy I FRIc3Qg
Um9vdCBDZXJ0aWZpY2F0ZSBBdXRob3JIpdHkxCzAJIBgNVBAgTAK5ZMQswCQYDVQQGEWJIVUZE JMCEG
CSgGS 1b3DQEJARYUamxhem9zQGx0aWw9ubGluZS5jb20xHjAcBgNVBAOTFUXvZ2 1§ I FRIY2hub2xv
Z3ks 1EluYzEbMBKGALUECXMSTWVOZWOy I ER 1dmVsb3BtZW50MB4XDTEXMDKwNZ IwMjAXMIoXDTE2
MDKwWNT IwMj AxMI owgZwxHjACBgNVBAMTFXd3dy5tZXRIb3JuZXR3b3JIrLm9yZzEL MAKGALUECBMC
TIkxCzAJIBgNVBAYTAIVTMSMw I QYJKoZ IhveNAQkBFhRqbGF6b3NAbHRpb25saWs ILmNvbTEeMBWG
ALUEChMVTG9naWMgVGV jaG5vbhGIneSwgSW5 jMRswGQYDVQQLEXJINZXRIb31gRGV2ZWxvcG1 1bnQw
ggEiMAOGCSqGS 1 b3DQEBAQUAA4 I BDWAWGYEKAO I BAQCVWH5+52Jbd TFgHKSAXr33HkYs3ZmI YHPF
b103LcfEvIjBNgMVSRyt2T++X7nTfHAYBz4A040ZFHMPKGEJIXcLYXQO I YFMEUrcVVETai+YzVDSk2
1hD900E1008W6ER5p+1VMRUPMUGKvOUDGV7mo+nmkZoNO757mu74Qpy80W06dUvzGEwvoQ6PuMICr
iddFj+TEnZQbX187ZjvQqzZM2Xs933D+JIn/gwVNOgrf46SFeNLOHHV IV71dMAZzaqgWKrov8tTzwj I
XdXH8FP/FWyBFUs 1 1hQ4x0s 1 iRw+pvn5mTFOtobN 1 1bb8VDBwz6 j+i1+mbE4BSkVakagNZWQze8c
JFqTAgMBAAG] Qj BAMCAGALUdEQQZMBeCFXd3dy5tZXR1b3JuzZXR3b3JrLm9yZzAIBgNVHRMEAJAA
MBEGCWCGSAGG+E I BAQQEAW | GQDANBgkahk i GOWOBAQQFAAOCAQEAgPQLM2yT2YSUsqlAv2Tgd 144
G4uYV/fWorcCBEmwbzgVa8HAjQHreum1DH17g4GwOMYXzgxm679MdA T t56a/wxRq8V+vWw4s7DJIq
ypxrS45Fe9EAOYOtVLKKsrP37aQ3eCTuSB17KISFFnYtw5dgHAThg887KXYELgB972gAc7ul gKUP
8L+raQy4XgQ4avir+1WcOMoJxeoZ2hUZmVpHIt5iGu8mo9KROh3T/G6U+iv+1eQ3/L1H3daYCwOl
ROs1GUk/WzTRrRjJNIuZRIKPh8YggxByxQJ4zoQLckc5203DDgNs jD1b4v174UBuOh 1 7gxjRHtHO2
cWk609MhmRGNFA==</ds :X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NamelD Format="'urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified"
NameQualifier="meteornetwork.org">LTl_AP40</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:sender-vouches"/>
</saml2:Subject>
<saml2:Conditions NotBefore="2012-02-06T19:15:47.203Z" NotOnOrAfter="2012-02-06T19:16:47.203Z""/>
<saml2:AuthnStatement Authnlnstant="2012-02-06T19:15:47.203Z">
<saml2:SubjectLocality Address="10.10.101.194" DNSName="lticslt-06"/>
<saml2:AuthnContext>
<saml2:AuthnContextClassRef/>
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</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>

<saml2:Attribute FriendlyName="ProviderType" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>

<saml2:AttributeValue xsi:type="xs:string">AccessProvider</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="SSN" NameFormat='"'urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string'>104041004</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="AuthenticationProcessID" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:uri'>
<saml2:AttributeValue xsi:type="xs:string">1</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="Level" NameFormat="urn:oasis:names:tc:SAML:2._0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string">3</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="UserHandle" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string">username</saml2:AttributevValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="Role" NameFormat="‘urn:oasis:names:tc:SAML:2.0:attrname-format:uri">
<saml2:AttributeValue xsi:type="xs:string">BORROWER</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
<wsse:SecurityTokenReference xmlns:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"
wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2._0" wsu: ld=""STRSAMLId-
67FCDC5A46DAA2CE8BF132855574729659"">
<wsse:Keyldentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLID">_67FCDC5A46DAA2CE8F132855574720355</wsse:Keyldentifier>
</wsse:SecurityTokenReference>
<ds:Signature xmlns:ds="http://ww.w3.0rg/2000/09/xmldsig#" 1d="S1G-22"">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="soap"/>
</ds:CanonicalizationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal'/>
<ds:Reference URI="#id-21">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList=""/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>lowkvYTv45FJ1+KXuk86X3sYg3g=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#STRSAML1d-67FCDC5A46DAA2CE8F132855574729659 ">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-1.0#STR-Transform">
<wsse:TransformationParameters>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</wsse:TransformationParameters>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>cY IpGV58Mtk2pHbpESA8RKwduiA=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>NBsoSIn0/VJztYYi9vhU21u8kZfIvFCZZzslyaHRfq8bkRYFWhpnpxbN4fool 3y2pK71j IWlaBv4
XMFOvzzAvuQXMLpUzJiUUIIkK7wsF78aUKcQbCdTk1Q2 1 ET9cLTdKBxB4ZzBPAPGO I fyhetMwbYU
uow4 1PDJIs95TZubnCuOGhhu6Vk5 I StHGPrsoS/2PApDUmDWFMC8Fh5Cu4POmJZ1Fbt luDF7F96HV
xol jZ5f5is1qrVzBvwAJoC3axZUrM4HbeUgr4D4 1 1iXiTgMhxfU27BDnYFv03goJvzhkB ISN4MCB
M42HUQywpm5uk60F8GCdahGonyY jRGDX9sSM9A==</ds:SignatureValue>
<ds:KeylInfo 1d="Keyld-67FCDC5A46DAA2CE8F132855574729656">
<wsse:SecurityTokenReference wsu:ld="STR1d-67FCDC5A46DAA2CE8F132855574729657"">
<ds:X509Data>
<ds:X5091ssuerSerial>
<ds:X5091ssuerName>CN=Meteor Test Root Certificate
Authority,ST=NY,C=US,E=jlazos@ltionline.com,0=Logic Technology\, Inc,OU=Meteor Development</ds:X509IssuerName>
<ds:X509SerialNumber>1</ds:X509SerialNumber>
</ds:X5091ssuerSerial>
</ds:X509Data>
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
</soap:Header>
<soap:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd" wsu:ld="id-21">
<ns2:FindDataProvidersForBorrower xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">
<RequestXml>&lt;?xml version="1.0" encoding="UTF-8"?&gt;
&lt;MeteorIndexRequest

xmIns="http://www.meteornetwork.org/schemas/Meteor IndexRequest'&gt;&lt;AccessProvideré&gt;&lt;Meteorinstitutionldentifier&gt;LTI_A
P40&It;/Meteorinstitutionldentifier&gt;&lt;UserHandle&gt;username&lt;/UserHandle&gt;&lt; Issuelnstant&gt;2012-02-06T14:15:46.859-

05:00&1t;/1Issuelnstant&gt;&lt;/AccessProvider&gt;&1t;SSN&gt;104041004&1t;/SSN&gt; &1t ;/Meteor IndexRequest&gt;</RequestXml>
</ns2:FindDataProvidersForBorrower>
</soap:Body>
</soap:Envelope>

Response Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Body>
<ns2:FindDataProvidersForBorrowerResponse xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">



<DataProvidersList>&lt;?xml version="1.0" encoding="UTF-8"?&gt;
&It;Meteor IndexResponse

xmIns="http://www.meteornetwork.org/schemas/Meteor IndexResponse"&gt;&It; IndexProviderData&gt;&lt;EntityName&gt;National Student
Clearinghouse&lt;/EntityName&gt;&It;EntityID&gt; IP&It;/EntityID&gt; &It ;EntityURL&gt;http://loanlocator.org&lt;/EntityURL&gt;&It;/

IndexProviderData&gt;&lt;DataProviders&gt;&lt;DataProvider&gt;&I1t;Entityl1D&gt;DP33-
LRS&It;/EntityID&gt;&It;EntityURL&gtL;http://localhost:8180/DataProvider-3.3.4-
LRS/rpcrouter&lt;/EntityURL&gt; &1t ;/DataProvideré&gt;&lt;DataProvideré&gt;&lt;EntitylD&gt;DP33-
LO&It;/EntityID&gt; &It ;EntityURL&gt;http://localhost:8180/DataProvider-3.3.4-
LO/rpcrouter&lt;/EntityURL&gt;&It;/DataProvider&gt;&lt;DataProvider&gt;&lt;EntityID&gt;DP33-
SBS&It;/EntityID&gt;&lt;EntityURL&gtL; http://localhost:8180/DataProvider-3.3.4-
SBS/rpcrouteré&lt;/EntityURL&gt;&lIt;/DataProvideré&gt;&lt;DataProvider&gt;&lt;EntitylD&gt;DP40-
G&It;/Entity1D&gt;&It;EntityURL&gtL;http://localhost:8080/dataprovider-
G/services/DataProviderService&lt;/EntityURL&gt;&lt;/DataProvideré&gt;&lt;DataProvider&gt;&lt;EntitylD&gt;DP40-
FAT&It;/EntitylD&gt;&It;EntityURL&gE; http://localhost:8080/dataprovider-
FAT/services/DataProviderService&lt;/EntityURL&gt;&lt;/DataProvideré&gt;&lt;DataProvider&gt;&lt;EntitylD&gt;DP40-
LO&It;/EntityID&gt;&lt;EntityURL&gt; http://localhost:8080/dataprovider-
LO/services/DataProviderService&lt;/EntityURL&gt;&lt;/DataProvider&gt;&lt;DataProvider&gt;&lt;EntitylD&gt;DP40-
S&lt;/Entity1D&gt;&It;EntityURL&gtL;http://localhost:8080/dataprovider
S/services/DataProviderService&lt;/EntityURL&gt;&lt;/DataProvideré&gt;&lt;DataProvider&gt;&lt;EntitylD&gt;DP33-
G&lIt;/EntitylID&gt;&It;EntityURL&gt;http://localhost:8180/DataProvider-3.3.4-
G/rpcrouter&lt;/EntityURL&gt;&1t;/DataProvider&gt;&lt;DataProvider&gt;&lt;Entityl1D&gt;DP40-
GSP&It;/EntityID&gt;&lt;EntityURL&gt; http://localhost:8080/dataprovider-
GSP/services/DataProviderService&lt;/EntityURL&gt;&lt;/DataProvider&gt;&lt;DataProvider&gt;&lt;EntitylD&gt;DP40-
LRS&It;/EntitylD&gt;&It;EntityURL&gt;http://localhost:8080/dataprovider-

LRS/services/DataProviderService&lt;/EntityURL&gt;&lt;/DataProvider&gt;&lt;/DataProviders&gt;&lt;/Meteor IndexResponse&gt;</DataPr

ovidersList>
</ns2:FindDataProvidersForBorrowerResponse>
</soap:Body>
</soap:Envelope>

DataProviderService

WSDL

<?xml version="1.0" encoding="utf-8"?7>
<wsdl:definitions xmlns:nsl="http://ws.common.meteor._meteornetwork.org/" xmlns:ns2="http://schemas.xmlsoap.org/soap/http"
xmIns:soapl2="http://schemas.xmlsoap.org/wsdl/soapl2/*" xmlns:tns="http://ws.data.provider.meteor._meteornetwork.org/"
xmIns:wsdl="http://schemas.xmlsoap.org/wsdl/" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema’ name="DataProviderService"
targetNamespace="http://ws.data.provider.meteor.meteornetwork.org/">
<wsdl : types>
<xs:schema xmlns:tns="http://ws.common.meteor.meteornetwork.org/" xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
elementFormDefault="unquali d" targetNamespace="http://ws.common.meteor.meteornetwork.org/" version="1.0">
<xs:element name="GetStatus" type="tns:GetStatus"/>
<xs:element nam GetStatusResponse" type=''tns:GetStatusResponse'/>
<xs:element nam QueryDataForBorrower™ type="tns:QueryDataForBorrower"/>
<xs:element name="QueryDataForBorrowerResponse’ type='"tns:QueryDataForBorrowerResponse'/>
<xs:complexType name='"‘QueryDataForBorrower">
<Xs:sequence>
<xs:element minOccurs="0" name="RequestXml" type="xs:string"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name='"‘QueryDataForBorrowerResponse'>
<xs:sequence>
<xs:element minOccurs="0" name="QueryDataForBorrowerResponse" type="xs:string"/>
</Xs:sequence>
</xs:complexType>
<xs:complexType name="GetStatus'>
<xs:sequence/>
</xs:complexType>
<xs:complexType name="GetStatusResponse'>
<xXs:sequence>
<xs:element minOccurs="0" name="GetStatusResponse" type="Xxs:string"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
</wsdl :types>
<wsdl :message name="GetStatusResponse''>
<wsdl:part element="nsl:GetStatusResponse" name='‘parameters’/>
</wsdl :message>
<wsdl :message name='"‘QueryDataForBorrowerResponse'>
<wsdl:part element="nsl:QueryDataForBorrowerResponse' name='parameters'/>
</wsdl :message>
<wsdl :message name='"‘QueryDataForBorrower">
<wsdl:part element="nsl:QueryDataForBorrower" name="parameters'/>
</wsdl :message>
<wsdl :message name="‘GetStatus''>
<wsdl:part element="nsl:GetStatus' name="parameters"/>
</wsdl :message>
<wsdl :portType name="DataProviderService'>
<wsdl:operation name="QueryDataForBorrower">
<wsdl:input message="nsl:QueryDataForBorrower'” name="QueryDataForBorrower"/>
<wsdl :output message=''nsl:QueryDataForBorrowerResponse’ name='"QueryDataForBorrowerResponse"/>
</wsdl:operation>
<wsdl:operation name="GetStatus'>
<wsdl:input message="nsl:GetStatus" name="GetStatus'/>
<wsdl :output message=''nsl:GetStatusResponse’ name="GetStatusResponse"/>
</wsdl :operation>
</wsdl:portType>
<wsdl:binding name="DataProviderServiceSoapBinding" type="nsl:DataProviderService'>
<soapl2:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
<wsdl :operation name='"QueryDataForBorrower">
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<soapl2:operation soapAction=""" style="document"/>
<wsdl:input name="QueryDataForBorrower'>
<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output name="QueryDataForBorrowerResponse'>
<soapl2:body use="literal"/>
</wsdl :output>
</wsdl :operation>
<wsdl :operation name="GetStatus'>
<soapl2:operation soapAction=""" style="document"/>
<wsdl:input name="GetStatus'>
<soapl2:body use="literal"/>
</wsdl:input>
<wsdl:output name="GetStatusResponse'>
<soapl2:body use="literal"/>
</wsdl:output>
</wsdl :operation>
</wsdl:binding>
<wsdl:service name="DataProviderService">
<wsdl:port binding="tns:DataProviderServiceSoapBinding" name='"DataProviderServicelmplPort">
<soapl2:address location="http://localhost:8080/dataprovider-G/services/DataProviderService"/>
</wsdl:port>
</wsdl:service>
</wsdl:definitions>

QueryDataForBorrower Operation

Through this operation, the Data Provider returns any loan data it has for the requested
SSN. Request data is passed as a string XML document that implements the Meteor Data
Request schema. Response data is returned as a string XML document that implements the
Meteor Data Response schema, which imports the official Meteor Data schema.

Request Example

<?xml version="1.0" encoding="utf-8"?7>
<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope'>
<soap:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmIns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" soap:mustUnderstand=""true'>
<saml2:Assertion xmIns:saml2="urn:oasis:names:tc:SAML:2._0:assertion” xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance’™ 1D="_67FCDC5A46DAA2CE8F132855575084369" Issuelnstant="2012-02-
06T19:15:50.843Z" Version="2.0" xsi:type="saml2:AssertionType'>
<saml2: Issuer>meteornetwork.org</saml2: Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#_67FCDC5A46DAA2CE8F132855575084369"">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>31whBhA2kgZMew+Vh8niToXiHIU=</ds:DigestValue>
</ds:Reference>
</ds:SignediInfo>

<ds:SignatureValue>fagXBK701 i IkhHsLf6YnbUb7JhGEGp92RwVSQ8WwdUmnGVx6ABK440Wh4vZC2dBx/SPIDcgGXN I AKLEmF8mUWO ILgnChjmCOU I Fbt4 1AZz+60yL
AkxmadqPd7MLFtFZxBzZN38/fOPacMy4VOnYuR823UxSGKkwOk8FUPsF5qZiigjDy4F002mu0gJYmlv4sTP87DoRzgA24Jv/pla2HK/aJ+g4KAzCUFpRhSEy/kmeZhxoZR
s3aAB7STOde I0Nxi 19¢c9jZzA9hVVku2kr+AwBJIZOPqupMFJI9wq IHc i Ck3KW7Z01QFB6QRUTFzWmhZMQVjeSnBR3eo6z jRDIhK6Ndexqw==</ds:SignatureValue>
<ds:KeylInfo>
<ds:X509Data>
<ds:X509Certificate>M1 1IECDCCAVCgAWIBAg IBATANBgkghk i GOWOBAQQFADCB I TEVMCOGALUEAXMMTWYOZ WOy IFR1c3Qg
Um9vdCBDZXJ0aWZpY2F0ZSBBdXRob3JpdHkxCzAJIBgNVBAgGTAKS5ZMQswCQYDVQQGEWJIVUZEjMCEG
CSqGS 1b3DQEJARYUamxhem9zQGx0aW9ubG luZS5 jb20xHjAcBgNVBAOTFUxvZ21j I FR1Y2hub2xv
Z3ks 1EluYZzEbMBKGALUECXMSTWVOZW9y I ER 1dmVsb3BtZW50MB4XDTEXMDKwNZ IwMjAXMIoXDTE2
MDkwNT IwMj AxMIowgZwxH j AcBgNVBAMTFXd3dy5tZXR1b3JuZXR3b3JrLm9yZzELMAKGALUECBMC
T1kxCzAJBgNVBAYTAIVTMSMwIQYJKoZ IhveNAQKBFhRgbGF6b3NAbHRpb25saWs I LmNvb TEeMBWG
ALUEChMVTGOnaWMgVGV j aG5vhGIneSwgSW5 j MRsWGQYDVQQLEXJINZXR 1b3 1gRGV2ZWxvcG1 IbnQw
ggEiMAOGCSGS 1b3DQEBAQUAA4 I BDWAWGYEKAO I BAQCVWH5+52Jbd TFgHKSAXIr33HKkYs3Zm I YHPF
b103LcTEvI jBNgMVSRy t2T++X7nfHAYBz4A040ZFHMPK6EJIXcLYXQO I YFMEUrcVVETai+YzVDSk2
1hD90OE1008W6R5p+1VMRUPMUGKVOUDGV7mo+nmkZoNO757mu74Qpy80W06dUvzGEwvoQ6PuMICr
1ddFj+TEnZQbX187ZjvQqzZM2Xs933D+JIn/gwVNOgrf46SFeNLOHHV IV71dMAZzaqgWKrov8tTzwj I
XxdXH8FP/FWyBFUs1ihQ4x0s I iRw+pvn5mTFOtobN I 1bb8VDBwz6j +i 1+mbE4BSkVakagNZWQze8c
JFqTAgMBAAG] Qj BAMCAGALUdEQQZMBeCFXd3dy5tZXRIb3JuZXR3b3JIrLm9yZzAJBgNVHRMEAjAA
MBEGCWCGSAGG+E 1 BAQQEAW I GQDANBgkghk i GOWOBAQQFAAOCAQEAGPQLM2y T2YSUsqlAv2Tgd 144
G4uYV/fWorcCBEmwbzgVa8HAjQHreum1DH I 7g4GwOMYXzgxm679MdA i t56a/wxRq8V+viw4s7DJIq
YpXrS45Fe9EAOYOtVLkKsrP37aQ3eCTuSB17KISFFnYtw5dgHAIhg887KXYELgBI72gAc7ul gKUP
8L+raQy4XgQ4avir+IWcOMoJxeoZ2hUZmVpHIt5iGu8mo9KROh3T/G6U+iv+1eQ3/L1H3daYCwOl
ROs1GUk/WzTRrRjJNuZRIKPh8YggxByxQJ4zoQLckc5203DDgNs jD1b4v174UBuOh 1 7gxjRHtHO2
cWk609MhmRGNFA==</ds :X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
</ds:Signature>
<saml2:Subject>
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<saml2:NamelD Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified"
NameQualifier="meteornetwork.org">LTIl_AP40</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:sender-vouches"/>
</saml2:Subject>
<saml2:Conditions NotBefore="2012-02-06T19:15:50.781Z" NotOnOrAfter="2012-02-06T19:16:50.781Z"/>
<saml2:AuthnStatement Authnlnstant="2012-02-06T19:15:50.781Z">
<saml2:SubjectLocality Address="10.10.101.194" DNSName="lticslt-06"/>
<saml2:AuthnContext>
<saml2:AuthnContextClassRef/>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="ProviderType" NameFormat='"urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string">AccessProvider</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="SSN" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string'>104041004</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="AuthenticationProcesslID" NameFormat='‘urn:oasis:names:tc:SAML:2.0:attrname-
format:uri'>
<saml2:AttributeValue xsi:type="xs:string">1</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="Level" NameFormat="urn:oasis:names:tc:SAML:2._0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string">3</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="UserHandle" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string">username</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="Role" NameFormat="‘urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string">BORROWER</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
<wsse:SecurityTokenReference xmlns:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"
wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2._0" wsu: ld=""STRSAMLId-
67FCDC5A46DAA2CE8BF132855575090673"">
<wsse:Keyldentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLID">_67FCDC5A46DAA2CE8F132855575084369</wsse:Keyldentifier>
</wsse:SecurityTokenReference>
<ds:Signature xmlns:ds="http://ww.w3.0rg/2000/09/xmldsig#" 1d="S1G-26">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="soap"/>
</ds:Canonical izationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal'/>
<ds:Reference URI="#id-25">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList=""/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>cen/7We9QuPRdF+bVHoEmscHVSIs=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#STRSAML1d-67FCDC5A46DAA2CE8F132855575090673"">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-1.0#STR-Transform'>
<wsse:TransformationParameters>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</wsse:TransformationParameters>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm:
<ds:DigestValue>IHmkliXFLL
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>i3p4XxVe/tjfvspNoSIThUEMCqIRFfNTmi 7JwlVZMabzMdThoe I n+xbgAUmMMPFcZNCOdFOWQAT j O+F
sNhaQJHcRVb8WeAm8rAelYwk 1bVI9UYgQA/3GMMFbPXrPxY1SFnPEHISSqlycfsGrXt6dOHX8wIc
dGcb8V8gHCVaR 1B5dwx6BkaALCY4eFGrTCToMC1fkg2/0RWd i k4DdyYOxTVde3RiYpORF6F1Wu4i
pDdroCgZHi9uUKkBuzanoWqJ/QCR69ZTGEAG4131rv/+18s7cwgffrVDZiYH7 1ZIm04+nwoUvI0Y
4AN6P9IDi 7HXTFQ95y INDGQOXVaSWIvYM1S3A6c2g==</ds:SignatureValue>
<ds:KeylInfo ld="Keyld-67FCDC5A46DAA2CEBF132855575090670 ">
<wsse:SecurityTokenReference wsu:1d="STRI1d-67FCDC5A46DAA2CE8F132855575090671"">
<ds:X509Data>
<ds:X5091ssuerSerial>
<ds:X509IssuerName>CN=Meteor Test Root Certificate
Authority,ST=NY,C=US,E=jlazos@ltionline.com,0=Logic Technology\, Inc,OU=Meteor Development</ds:X509IssuerName>
<ds:X509SerialNumber>1</ds:X509SerialNumber>
</ds:X5091ssuerSerial>
</ds:X509Data>
</wsse:SecurityTokenReference>
</ds:KeylInfo>
</ds:Signature>
</wsse:Security>
</soap:Header>
<soap:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd" wsu:ld="id-25">
<ns2:QueryDataForBorrower xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">
<RequestXml>&lt;?xml version="1.0" encoding="UTF-8"?&gt;
&lt;MeteorDataRequest xmlns="http://www.meteornetwork.org/schemas/MeteorDataRequest"
meteorVersion="4.0.0"&gt;&It;AccessProvideré&gt;&lt;Meteorinstitutionldentifier&gt;LTI_AP40&It;/Meteorinstitutionldentifier&gt;&lt
;UserHandle&gt;username&lt;/UserHandle&gt;&lt; Issuelnstant&gt;2012-02-06T14:15:50.500-
05:00&1t;/Issuelnstantégt;&lt;/AccessProvider&gt;&lt;SSN&gt;104041004&1t;/SSN&gt;&1t;/MeteorDataRequestdgt;</RequestXml>
</ns2:QueryDataForBorrower>
</soap:Body>

http://www.w3.0rg/2000/09/xmldsig#shal"/>
8t72hqUhfC1Nc8=</ds:DigestValue>
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</soap:Envelope>

Response Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope'>
<soap:Body>
<ns2:QueryDataForBorrowerResponse xmlns:ns2="http://ws.common.meteor._meteornetwork.org/">
<QueryDataForBorrowerResponse>&lt;?xml version="1.0" encoding="UTF-8"?&gt;
&It;MeteorRsMsg xmIns="http://schemas.pescxml.org"™ PESCXMLVersion="4.0.0"&gt;&lt;MeteorDataProviderinfo
xmins=""&gt;&lt;MeteorDataProviderDetail Info&gt;&lt;DataProviderType&gt;LO&It;/DataProviderType&gt;&lt;DataProviderData&gt;&It;En
tityName&gt;Data Provider 4.0
LO&It;/EntityName&gt; &I t;Entity1D&gt;12345&1t;/Entity1D&gt;&It;EntityURL&gtL;http://www.dataprovider-
LO.com&lt;/EntityURL&gt;&It;Contacts&gt;&lt;Phone&gt;&lt;PhoneNumType&gt;P&It;/PhoneNumTyped&gt;&lt;PhoneNum&gt; (555) 555-
5555&1t;/PhoneNum&gt;&lt;/Phone&gt;&lt;Addressinfo&gt;&lt;Addr&gt;555 Meteor Parkway&lt;/Addr&gt;&lt;Addré&gt;Suite
555&1t;/Addrégt; &l t;City&gt;Meteor&lt;/City&gt;&lt;StateProv&gt;ME&QIt;/StateProvégt;&lt;PostalCd&gt;55555&1t;/PostalCd&gt;&lt;/Ad
dressinfo&gt;&lt;Email&gt;&lt;EmailAddress&gt;meteor@yourmeteorhome.com&lt;/EmailAddress&gt;&lt;/Email&gt;&1t;/Contacts&gt;&lt;/D
ataProviderData&gt;&lt;DataProviderAggregateTotal/&gt;&lt;/MeteorDataProviderDetail Info&gt;&lt;/MeteorDataProviderinfo&gt;&lt;/Me
teorRsMsg&gt;</QueryDataForBorrowerResponse>
</ns2:QueryDataForBorrowerResponse>
</soap:Body>
</soap:Envelope>

GetStatus Operation

The Meteor Help Desk sends requests using this operation to ascertain the status of the
Data Provider. Response data is in the same format as the QueryDataForBorrower
response, but only contains information about the data provider (see example below).

Request Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope'>
<soap:Header>
<wsse:Security xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-secext-1.0.xsd"
xmIns:wsu="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-utility-1.0.xsd" soap:mustUnderstand=""true'>
<saml2:Assertion xmlns:saml2="urn:oasis:names:tc:SAML:2._0:assertion” xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" ID=""_4BA66EAA498651B188132863884631212" Issuelnstant=""2012-02-
07T18:20:46.312Z" Version="2_.0" xsi:type="saml2:AssertionType'>
<saml2: Issuer>meteornetwork.org</saml2: Issuer>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#_4BA66EAA498651B188132863884631212">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature’/>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>GrytQabWdJ1JgWpVXEh5NK7unfk=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>

<ds:SignatureValue>fOnNU4acdqC3nLV+16k8vjSE2XenLP/h6Bnjt7KYvzulhbgpMI+AyWgVuACZDIVBazMOR IhBG4z2y InU3000BV5smxJHOXiejpWc3 16kGWos70
H916mS1JINLSHZz5sbn8cbs9A/LFRrScti9EQp2j7UN3+p0JGOXxYaUucZOrjyLGuCY1uQeDOr 1/gjhRO6i6q1cP43wrSUZgXSnljFQpKc9JtQRE6GFzkigBDpGRBXxQoo+3FH
NGELZ i DzcFVvEVUFOOKG2AHQhax6vhxCPYWWyAkeDgOAkgasJu38A8VBL1L 1eQ/zspIKK24Fd26Y5hadiZnhdqlhgi4EspgjYFnkXd/Q==</ds:SignatureValue>
<ds:KeylInfo>
<ds:X509Data>
<ds:X509Certificate>MI IECDCCAvCgAwIBAg I BATANBgkghk i GOwWOBAQQFADCBIrTEVMCOGALUEAXMMTWYOZWOy IFRIc3Qg
Um9vdCBDZXJ0aWZpY2F0ZSBBdXRob3JIpdHkxCzAJIBgNVBAgTAK5ZMQswCQYDVQQGEWJIVUZE JMCEG
CSqGS 1b3DQEJARYUamxhem9zQGx0aW9ubG luZS5jb20xHjAcBgNVBAoTFUXvZ2 1 j IFRIY2hub2xv
Z3ks1EluYzEbMBKGALUECXMSTWVOZW9y I ER 1dmVsb3BtZW50MB4AXDTEXMDkwNz lwMjAXMIoXDTE2
MDKwWNT IwMj AxMI owgZwxH jACBgNVBAMTFXd3dy5tZXR1b3JuZXR3b3JIrLm9yZzEL MAKGALUECBMC
T1kxCzAJBgNVBAYTAIVTMSMwIQYJKoZ I hveNAQkBFhRgbGF6b3NAbHRpb25saWs I LmNvb TEeMBWG
ALUEChMVTGOnaWMgVGV j aG5vhGIneSwgSW5 j MRsSWGQYDVQQLEXJINZXR 1b3 1gRGV2ZWxvcG1 IbnQw
ggEiMAOGCSqGS 1 b3DQEBAQUAA4 I BDWAWggEKAO I BAQCVWH5+52Jbd TFgHKSAXr33HkYs3ZmI YHPF
b103LcfEvIjBNgMVSRY t2T++X7nfHAYBz4A040ZFHMPK6EJIXcLYXQO I YFMEUrcVVETai+YzVDSk2
1hD900E1008W6R5p+1VMRUPMUGKvOUDGV7mo+nmkZoNO757mu74Qpy80W06dUvzGEwvoQ6PUMICr
iddFj+TEnZQbX187ZjvQqzZM2Xs933D+JIn/gwVNOgrf46SFeNLOHHV IV71dMAZzaqgWKrov8tTzwj I
XdXH8FP/FWyBFUs 1 1hQ4x0s 1 iRw+pvn5mTFOtobN 1 1bb8VDBwz6 j+i1+mbE4BSkVakagNZWQze8c
JFqTAGMBAAG J Qj BAMCAGA1UAEQQZMBeCFXd3dy5tZXR1b3JuZXR3b3JrLm9yZzAJIBgNVHRMEA JAA
MBEGCWCGSAGG+E 1 BAQQEAW I GQDANBgkghk i GOWOBAQQFAAOCAQEAGPQLM2y T2YSUsqlAv2Tgd 144
G4uYV/fWorcCBEmwbzgVa8HAjQHreum1DH17g4GwOMYXzgxm679MdA T t56a/wxRq8V+vWw4s7DJIq
ypXrS45Fe9EAOYOtVLKKsrP37aQ3eCTuSB17K I SFFNYtw5dgHA L hq887KXYELgB9720Ac7ul gKUP
8L+raQy4XgQ4avir+IWcOMoJxeoZ2hUZmVpHIt5iGu8mo9KROh3T/G6U+iv+1eQ3/L1H3daYCwOl
ROs1GUk/WzTRrRjJNIuZRIKPh8YggxByxQJ4zoQLckc5203DDgNs jD1b4v174UBuOh 1 7gxjRHtHo2
cWk609MhmRGNFA==</ds : X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</ds:Signature>
<saml2:Subject>
<saml2:NamelD Format="urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified"
NameQualifier="meteornetwork.org">LTIl_AP40</saml2:NamelD>
<saml2:SubjectConfirmation Method="urn:oasis:names:tc:SAML:2.0:cm:sender-vouches"/>
</saml2:Subject>
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<saml2:Conditions NotBefore="2012-02-07T18:20:46.296Z" NotOnOrAfter="2012-02-07T18:21:46.296Z"/>
<saml2:AuthnStatement Authnlnstant="2012-02-07T18:20:46.296Z">
<saml2:SubjectLocality Address="10.10.101.194" DNSName="Iticslt-06"/>
<saml2:AuthnContext>
<saml2:AuthnContextClassRef/>
</saml2:AuthnContext>
</saml2:AuthnStatement>
<saml2:AttributeStatement>
<saml2:Attribute FriendlyName="ProviderType" NameFormat='"urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string">AccessProvider</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="AuthenticationProcesslID" NameFormat='‘urn:oasis:names:tc:SAML:2.0:attrname-
format:uri'>
<saml2:AttributeValue xsi:type="xs:string">1</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="Level" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string">3</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="UserHandle" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string' >meteor</saml2:AttributeValue>
</saml2:Attribute>
<saml2:Attribute FriendlyName="Role" NameFormat='"‘urn:oasis:names:tc:SAML:2.0:attrname-format:uri'>
<saml2:AttributeValue xsi:type="xs:string">HELPDESK</saml2:AttributeValue>
</saml2:Attribute>
</saml2:AttributeStatement>
</saml2:Assertion>
<wsse:SecurityTokenReference xmlns:wssell="http://docs.oasis-open.org/wss/oasis-wss-wssecurity-secext-1.1.xsd"
wssell:TokenType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-1.1#SAMLV2.0" wsu: Id=""STRSAMLId-
4BAG6EAA498651B188132863884640616"">
<wsse:Keyldentifier ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-
1.1#SAMLID">_4BA66EAA498651B188132863884631212</wsse:Keyldentifier>
</wsse:SecurityTokenReference>
<ds:Signature xmlns:ds="http://ww.w3.0rg/2000/09/xmldsig#" 1d="S1G-6">
<ds:SignedlInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList="soap"/>
</ds:Canonical izationMethod>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<ds:Reference URI="#id-5">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#" PrefixList=""/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>U+3egl YNtYYSEsCiulRybOep7zg=</ds:DigestValue>
</ds:Reference>
<ds:Reference URI="#STRSAMLId-4BA66EAA498651B188132863884640616">
<ds:Transforms>
<ds:Transform Algorithm="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-soap-message-
security-1.0#STR-Transform'>
<wsse:TransformationParameters>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</wsse:TransformationParameters>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>JksNGMxL i la/pl1QZ0OxGyNekBc6E=</ds:DigestValue>
</ds:Reference>
</ds:SignediInfo>
<ds:SignatureValue>axWxP3+6 1ulkY+40D3T5dM3xPaNaEn3vRK18ek9pKtCFct8j 1 7JgVWFMhjkNFTwobG5drwKMGSEq
Y1mkWmz9U I fid+xhHm950AHxhaf4ej08oefXCHtqZFAGLdhi+nwMD74Jc3QRmWVNIX i SO0V I2WF2
eMsiLOppg+OWSGEMBXMI jxgslc4 i 7bmxAMY+JIK27MnGbhsj 1zZQFOU4FgTVaU51YyE6NYHFVKwSR
AMalM7A51Sw+zc4L8wldun/b/9pMFEPTVGEzpTF/1g2X7dUoOvImsOVaNNe25YAh2nCgRbhmVx6T
emTMQi EmxXyUM58FYpDgSC8G9z8jVZcGkFzfjw==</ds:SignatureValue>
<ds:Keylnfo Id="Keyld-4BA66EAA498651B188132863884640613"">
<wsse:SecurityTokenReference wsu:ld="STR1d-4BA66EAA498651B188132863884640614"">
<ds:X509Data>
<ds:X5091ssuerSerial>
<ds:X5091ssuerName>CN=Meteor Test Root Certificate
Authority,ST=NY,C=US,E=jlazos@ltionline.com,0=Logic Technology\, Inc,OU=Meteor Development</ds:X509IssuerName>
<ds:X509SerialNumber>1</ds:X509SerialNumber>
</ds:X5091ssuerSerial>
</ds:X509Data>
</wsse:SecurityTokenReference>
</ds:KeyInfo>
</ds:Signature>
</wsse:Security>
</soap:Header>
<soap:Body xmlns:wsu="http://docs.oasis-open.org/wss/2004/01/0asis-200401-wss-wssecurity-utility-1.0.xsd" wsu:ld="id-5">
<ns2:GetStatus xmlns:ns2="http://ws.common.meteor._meteornetwork.org/"/>
</soap:Body>
</soap:Envelope>

Response Example

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:soap="http://www.w3.0rg/2003/05/soap-envelope'>
<soap:Body>
<ns2:GetStatusResponse xmlns:ns2="http://ws.common.meteor.meteornetwork.org/">
<GetStatusResponse>&lt;?xml version="1.0" encoding="UTF-8"?&gt;
&lt;MeteorRsMsg xmlns="http://schemas.pescxml.org"” PESCXMLVersion="4._0.0"&gt;&lt;MeteorDataProviderinfo
xmIns="""&gt;&lt;MeteorDataProviderDetail Info&gt;&lt;DataProviderType&gt;S&lt;/DataProviderType&gt;&lt;DataProviderData&gt;&lt;Ent
ityName&gt;Data Provider 4.0 S&lIt;/EntityName&gt;&It;EntitylD&gt;12345&1t;/EntitylID&gt;&It;EntityURL&gL;http://www.dataprovider-
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S.com&lt;/EntityURL&gt;&lIt;Contacts/&gt;&lt;/DataProviderData&gt;&lt;DataProviderAggregateTotal/&gt;&lt;/MeteorDataProviderDetail

Info&gt;&lt;MeteorDataProviderMsg&gt;&lt;

RsMsg&gt;4.0.0&1t;/RsMsg&gt;&lt;RsMsgLevel&gt; 1&1t;/RsMsgLevel&gt;&lt;/MeteorDataProvide

rMsgé&gt;&lt;/MeteorDataProviderInfo&gt;&lt;/MeteorRsMsgégt;</GetStatusResponse>

</ns2:GetStatusResponse>
</soap:Body>
</soap:Envelope>

Appendix B: Request and Response Schemas

MeteorindexRequest

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://www.meteornetwork.org/schemas/Meteor IndexRequest"
xmIns="http://www.meteornetwork.org/schemas/Meteor IndexRequest"

elementFormDefault=""qualified">

<xsd:element name="MeteorIndexRequest'>

<xsd:complexType>
<xsd:all>

<xsd:element name="AccessProvider'>

<xsd:complexType>
<xsd:all>
<xsd:element
<xsd:element
<xsd:element
<xsd:element
</xsd:all>
</xsd:complexType>
</xsd:element>

name="MeteorInstitutionldentifier” type="xsd:string"/>
name=""Name" type="xsd:string" Occurs="0"/>
name="UserHandle" type='"'xsd:string"/>
name=""Issuelnstant” type="xsd:dateTime"/>

<xsd:element name="SSN" type=''xsd:string"/>

</xsd:all>
</xsd:complexType>
</xsd:element>
</xsd:schema>

MeteorindexResponse

<?xml version="1.0" encoding="UTF-8"?7>

<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://www.meteornetwork.org/schemas/Meteor IndexResponse"
xmIns="http://www.meteornetwork.org/schemas/Meteor IndexResponse"

elementFormDefault="qualified">

<1-- ——>
<V-- Document Structure -—>
<l-- —_—>

<xsd:element name="MeteorIndexResponse'>

<xsd:complexType>
<xsd:sequence>

<xsd:element name="IndexProviderData" type="0OrgType'" minOccurs="0" maxOccurs="1"/>
<xsd:element name="DataProviders' minOccurs="1" maxOccurs="1">

<xsd:complexType>
<xsd:sequence>

<xsd:element name="

</xsd:sequence>
</xsd:complexType>
</xsd:element>

‘DataProvider"” type="0rgType" minOccurs="0" maxOccurs="unbounded"/>

<xsd:element name="IndexProviderMessages' minOccurs="0" maxOccurs="1">

<xsd:complexType>
<xsd:sequence>

<xsd:element name="Message" type="IndexProviderMessageType" minOccurs="0" maxOccurs="unbounded" />

</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
</xsd:element>

<I-- -—>
Complex Types -
<l-- ——>
<xsd:complexType name="0rgType">
<xsd:sequence>
<xsd:element name="EntityName' type="EntityNameType" minOccurs="0"/>
<xsd:element nam EntityID" type="EntityIDType" minOccurs="0"/>
<xsd:element name="EntityURL" type="URLType" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
<I-- -—>

<xsd:complexType name="IndexProviderMessageType'>

<xsd:sequence>

<xsd:element name="RsMsg" type="RsMsgType" minOccurs="1" maxOccurs="1"/>

<xsd:element name='"‘RsMsgLevel"
</xsd:sequence>
</xsd:complexType>

type="RsMsgLevelType" minOccurs="1" maxOccurs="1"/>
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Simple Types -

<xsd:simpleType name="LastNameType">
<xsd:restriction base="xsd:string">
<xsd:minLength valu />
<xsd:maxLength value="35"/>
</xsd:restriction>
</xsd:simpleType>

<l-- -

<xsd:simpleType name="FirstNameType">
<xsd:restriction base="xsd:string">
<xsd:minLength valu />

<xsd:maxLength valu 12"/>
</xsd:restriction>
</xsd:simpleType>
<l-- >

<xsd:simpleType name="Middlelni Type'>
<xsd:restriction base="xsd:string">

<xsd:minLength valu />
<xsd:maxLength value="1"/>
</xsd:restriction>
</xsd:simpleType>
<t >

<xsd:simpleType name="EntitylIDType'>
<xsd:annotation>
<xsd:documentation xml:lang="en">0ffice of Postsecondary Education ldentification Number</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength valu
<xsd:maxLength value=
</xsd:restriction>
</xsd:simpleType>

<l-- ——>

<xsd:simpleType name="EntityNameType'>
<xsd:restriction base="xsd:string">

<xsd:minLength valu />
<xsd:maxLength value="96"/>
</xsd:restriction>
</xsd:simpleType>
<l-— -

<xsd:simpleType name="URLType">
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value='1024"/>
</xsd:restriction>
</xsd:simpleType>

<I-- -—>
<xsd:simpleType name="RsMsgType'>
<xsd:annotation>
<xsd:documentation xml:lang="en"">Response Message Text</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength value="1"/>
<xsd:maxLength value='"150"/>
</xsd:restriction>
</xsd:simpleType>

<l-- -

<xsd:simpleType name='"RsMsglLevelType'>
<xsd:union memberTypes="RsMsgLevelEnum xsd:string"/>
</xsd:simpleType>
<xsd:simpleType name="RsMsglLevelEnum'>
<xsd:annotation>
<xsd:documentation xm
<xsd:documentation xm g
<xsd:documentation xml:lang="en">"1
</xsd:annotation>
<xsd:restriction base="xsd
<xsd:enumeration value=
<xsd:enumeration valu
<xsd:enumeration value=
</xsd:restriction>
</xsd:simpleType>

Error </xsd:documentation>
Warning </xsd:documentation>
Information</xsd:documentation>

<l-- —-—>

<xsd:simpleType name="SSNumType''>
<xsd:annotation>
<xsd:documentation xml:lang="en"">Social Security Number</xsd:documentation>



</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength value="9"/>
<xsd:maxLength value="9"/>
</xsd:restriction>
</xsd:simpleType>

<t -
</xsd:schema>

MeteorDataRequest

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://www.meteornetwork.org/schemas/MeteorDataRequest"
xmIns="http://www.meteornetwork.org/schemas/MeteorDataRequest"
elementFormDefault="qualified">

<xsd:element name="MeteorDataRequest'>
<xsd:complexType>
<xsd:all>
<xsd:element name="AccessProvider'>
<xsd:complexType>
<xsd:all>
<xsd:element name="MeteorInstitutionldentifier"” type='xsd:string"/>
<xsd:element name="Name" type="'xsd:string"” minOccurs="0"/>
<xsd:element name="UserHandle" type="xsd:string"/>
<xsd:element name="lIssuelnstant" type="xsd:dateTime"/>
</xsd:all>
</xsd:complexType>
</xsd:element>
<xsd:element name="SSN" type=''xsd:string"/>
</xsd:all>
<xsd:attribute name="meteorVersion" type="xsd:string” default="3.3.4"/>
</xsd:complexType>
</xsd:element>
</xsd:schema>

MeteorDataResponse

<?xml version="1.0" encoding="UTF-8"?>
<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
targetNamespace="http://www.meteornetwork.org/schemas/MeteorDataResponse’'>

<xsd:import namespace="http://schemas.pescxml.org" schemalLocation="../schema/Meteor_Schema_4.0.0.xsd" />

</xsd:schema>

Meteor_Schema_4.0.0.xsd

<?xml version="1.0" encoding="UTF-8"?>

<xsd:schema
xmlIns:xsd="http://www.w3.0org/2001/XMLSchema"
targetNamespace="http://schemas.pescxml.org"
xmIns="http://schemas.pescxml.org"
elementFormDefault="unqualified">
<xsd:element name="MeteorRsMsg" type="MeteorRsMsgType"/>

<xsd:complexType name="MeteorRsMsgType'>
<xsd:sequence>

<xsd:element name="MeteorDataProvideriInfo" type="MeteorDataProviderInfoType" maxOccurs="unbounded"/>

<xsd:element name="MeteorDataAggregates" type='"MeteorDataAggregatesType" minOccurs="0"/>
<l-- —_—>
<xsd:element name="MeteorIndexProviderData" type="0OrgType" minOccurs="0" maxOccurs="unbounded"/>
* IndexProviderData is for Access Provider Software use only * o>
* Data Providers do not need to populate this element * o>
—-—>

</xsd:sequence>
<xsd:attribute name="PESCXMLVersion®" use="required” fixed="4.0.0" type="xsd:string"/>
</xsd:complexType>
<l-- -
<xsd:complexType name="MeteorDataAggregatesType'>
<xsd:annotation>
<xsd:documentation xml:lang="en"> </xsd:documentation>
<xsd:documentation xml:lang="en">These fields are derived</xsd:documentation>
<xsd:documentation xml:lang="en">in the Access Provider </xsd:documentation>
<xsd:documentation xml:lang="en">Software </xsd:documentation>
<xsd:documentation xml:lang="en"> </xsd:documentation>
</xsd:annotation>
<xsd:sequence>
<xsd:element name="OriginalBalanceGrandTotal" type="TotalByServicerType" minOccurs="0" maxOccurs="unbounded"/>
<xsd:element nam OutstandingBalanceGrandTotal™ type="TotalByServicerType" minOccurs="0" maxOccurs="unbounded"/>
<xsd:element name="OtherFeesOutstandingGrandTotal"™ type="TotalByServicerType" minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="TotalByServicerType'>
<xsd:simpleContent>
<xsd:extension base="PosFifteenDigitTwoDecimalType'>
<xsd:attribute name="ServicerID" type="xsd:string"/>
</xsd:extension>
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</xsd:simpleContent>
</xsd:complexType>
<l-- ——>
<xsd:complexType name="MeteorDataProviderinfoType">
<xsd:sequence>
<xsd:element name="MeteorDataProviderDetaillInfo" type="MeteorDataProviderDetaillnfoType"/>
<xsd:element name="MeteorDataProviderAwardDetails" type="MeteorDataProviderAwardDetailsType" minOccurs="0"/>
<xsd:element name="MeteorDataProviderMsg" type="MeteorDataProviderMsgType'" minOccurs="0" maxOccurs="unbounded"/>
<xsd:element name="LoanLocatorActivationlndicator” type="xsd:boolean™ minOccurs="0" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
<l-- ——>
<xsd:complexType name="MeteorDataProviderDetailInfoType'>
<xsd:sequence>
<xsd:element name="DataProviderType" type="DataProviderTypeType" minOccurs="1" maxOccurs="1"/>
<xsd:element name="DataProviderData" type="0rgType"/>
<xsd:element name="DataProviderAggregateTotal" type="DataProviderAggregateType'/>
</xsd:sequence>
</xsd:complexType>
<l-- -—>
<xsd:complexType name="MeteorDataProviderAwardDetailsType'>
<xsd:sequence>
<xsd:element name="Award" type="AwardDataType'" minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>
<h-- ——
<xsd:complexType name="MeteorDataProviderMsgType'>
<xsd:sequence>
<xsd:element name="RsMsg" type='"RsMsgType' minOccurs=" maxOccurs="1"/>
<xsd:element name="RsMsgLevel" type="RsMsglLevelType" minOccurs="1" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
<l-- —-—>
<xsd:complexType name="AddressiInfoType">
<xsd:sequence>
<xsd:element
<xsd:element
<xsd:element
lement

“Addrvalidind” type="xsd:boolean"™ minOccurs="0"/>
AddrvValidDt" type="xsd:date" minOccurs="0"/>
AddressTypeType' minOccurs=
Addr* type="AddrType" minOccurs="0" maxOccurs=
lement City" type="CityType" minOccurs="0"/>
telement StateProv" type=''StateProvType'" minOccurs="0"/>
<xsd:element name="PostalCd" type="PostalCdType'" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
<l-- -—>
<xsd:complexType name="AwardDataType'>
<xsd:sequence>
<xsd:annotation>
<xsd:documentation xml:lang="en">APSUniqueAwardID is used</xsd:documentation>
<xsd:documentation xml:lang="en"">excluseivly by the </xsd:documentation>
<xsd:documentation xml:lang="en"">Access Provider Software</xsd:documentation>
</xsd:annotation>
<xsd:element
<xsd:element
telement
<xsd:element
<xsd:element
<xsd:element

“"APSUniqueAwardID" type="APSUniquelDType" minOccurs="0" maxOccurs="1"/>
DataProviderType" type="DataProviderTypeType" minOccurs="1" maxOccurs="1"/>
AwardType' type="AwardTypeType' minOccurs="0"/>

“"AwardAmt"” type="PosElevenDigitTwoDecimalType" minOccurs="0"/>
AwardBeginDt" type="'xsd:date'" minOccurs="0"/>

AwardEndDt" type="xsd:date" minOccurs="0"/>

GradelLevelInd" type="GradelLevel IndType"™ minOccurs="0"/>

LoanStat" type="LoanStatType" minOccurs: />

LoanStatDt" type="xsd:date'" minOccurs="0"/>

MPNInd"™ type="MPNIndType'" minOccurs="0"/>

“Esign" type="xsd:boolean" minOccurs="0"/>

CommonlineError™ type="CommonlineErrorType'" minOccurs="0"/>

LoanDt" type="xsd:date" minOccurs="0"/>

Disbursement” type="DisbursementType" minOccurs="0" maxOccurs="99"/>
Student” type="StudentType'" minOccurs="0"/>

Borrower™ type='"BorrowerType" minOccur 0"/>

Reference" type="PersonType" minOccurs="0" maxOccurs="2"/>
="DisbursingAgent" type="0rgType' minOccurs="0"/>

Lender" type="0OrgType" minOccurs="0"/>

Servicer" type="0rgType" minOccurs="0"/>

“'ConsolLender™ type="0rgType" minOccurs="0"/>

"*School™ type="0rgType" minOccurs="0"/>

Guarantor" type="0rgType' minOccurs="0"/>

GrantScholarshipProvider™ type="0rgType" minOccurs="0"/>
FinAidTranscript™ type="OrgType" minOccurs="0"/>

Awardld"™ type="AwardldType' minOccurs="0"/>

LoanTransfer" type="LoanTransferType'" minOccurs="0"/>

""Repayment' type="RepaymentType' minOccurs="0"/>

“Default” type="DefaultType" minOccurs="0" maxOccurs="1"/>
GrossLoanAmount™ type="PosTwelveDigitTwoDecimalType" nOccurs="0" maxOccurs="1"/>
OnlinePaymentProcessURL" type="xsd:string"” minOccurs="0" maxOccurs="1"/>
name=""0OnlineDeferForbProcessURL" type="xsd:string"” minOccurs="0" maxOccurs="1"/>

</xsd:sequence>
</xsd:complexType>
<l-- ——>
<xsd:complexType name="BorrowerType'>
<xsd:complexContent>
<xsd:extension base="PersonType'>
<xsd:sequence>
<xsd:element name="DriversLicense" type="DriversLicenseType'" minOccurs="0"/>
<xsd:element name="DriversLicenseState" type='StateProvType" minOccurs="0"/>
</xsd:sequence>
</xsd:extension>
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</xsd:complexContent>
</xsd:complexType>
<l-- ——>
<xsd:complexType name="CollectionCostsType'>
<xsd:sequence>
<xsd:element name="CollectionCostsAmount" type="PosTwelveDigitTwoDecimalType" minOccurs="0" maxOccurs="1"/>
<xsd:element name="CollectionCostsDate" type="xsd:date" minOccurs="0" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
<l-- -—>
<xsd:complexType name="ContactType'>
<xsd:sequence>
<xsd:element name="Phone'" type="PhoneType" minOccurs="0" maxOccurs="4"/>
<xsd:element name="AddressInfo" type="AddresslinfoType'"™ minOccurs="0"/>
<xsd:element name="Email" type="EmailType" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
<l-- ——>
<xsd:complexType name="DataProviderAggregateType'>
<xsd:sequence>
<xsd:annotation>
<xsd:documentation xml:lang="en">These fields are derived in the Access Provider Software.</xsd:documentation>
</xsd:annotation>
<xsd:element name="SvcrTotalAmt" type=""PosFifteenDigitTwoDecimalType'" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
<l-- —-—>
<xsd:complexType name="DefaultType'>
<xsd:sequence>
<xsd:element name="Def" type="xsd:boolean" minOccurs="0"/>
<xsd:element
lement
lement
celement name="DefAvertRqCure' type="xsd:boolean™ minOccurs="0"/>
<xsd:element name="DefAvertRqCureDt" type='"'xsd:date' minOccurs="0"/>
<xsd:element ClaimFil" type="xsd:boolean”™ minOccurs="0"/>
<xsd:element ClaimFilIDt" type="xsd:date" minOccurs="0"/>
<xsd:element laimPd" type="xsd:boolean" minOccurs="0"/>
lement aimPdDt" type="xsd:date" minOccurs="0"/>
celement Eligib tyReinstatementindicator” type="xsd:boolean” minOccurs="0" maxOccurs="1"/>
<xsd:element name="EligibilityReinstatementDate" type="xsd:date" minOccurs="0" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
<l-- ——>
<xsd:complexType name="DisbursementType'>
<xsd:sequence>
<xsd:element name="DisbSegNum" type="PosTwoDigitAmtType" minOccurs="0"/>
celement name="SchedDisbDt" type="xsd:date" minOccurs="0" maxOccurs="1"/>
<xsd:element name="ActualDishDt" type="xsd:date" minOccurs= maxOccurs="1"/>
DisbNetAmt" type="PosElevenDigitTwoDecimalType" minOccurs="0"/>
sbStatCd" typ isbStatCdType" minOccurs="0"/>
sbStatDt" type="xsd:date" minOccurs="0"/>
DisbHold"™ type="DisbHoldType'" minOccurs="0"/>
Cancel lationAmount" type="PosTwelveDigitTwoDecimalType" minOccurs="0" maxOccurs="1"/>
<xsd:element name="CancellationDate" type='"'xsd:date" minOccurs="0" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
<l-- —-—>
<xsd:complexType name="EmailType">
<xsd:sequence>
<xsd:element name="EmailAddress" minOccurs="1" maxOccurs="1">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:minLength valu 0"/>
<xsd:maxLength value='"256"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="EmailValidlnd"” type="xsd:boolean” minOccurs="0"/>
<xsd:element name="EmailValidDt" type="'xsd:date'" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
<l-- ——>
<xsd:complexType name="LateFeesType'>
<xsd:sequence>
<xsd:element name="LateFeesAmount" type="‘PosTwelveDigitTwoDecimalType" minOccurs="0" maxOccurs="1"/>
<xsd:element name="LateFeesDate" type="xsd:date" minOccurs="0" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
<I-- -—>
<xsd:complexType name="LoanTransferType'>
<xsd:sequence>
<xsd:element name="TransferTypeCd" type="TransferTypeCdType" minOccurs="1" maxOccurs="1"/>
<xsd:element name="EntityID" type="EntitylDType" minOccurs="0" maxOccurs="1"/>
<xsd:element name="TransferDt" type=''xsd:date" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
<l-- ——>
<xsd:complexType name="0rgType">
<xsd:sequence>
<xsd:element name="

‘EntityName’ type="EntityNameType' minOccurs="0"/>
<xsd:element nam EntityID" type="EntitylIDType" minOccurs="0"/>
<xsd:element name="EntityURL" type="URLType" minOccurs="0"/>
<xsd:element name="Contacts" type="ContactType'/>

</xsd:sequence>




</xsd:complexType>
<l-- —-—>
<xsd:complexType name="OtherFeesType'>
<xsd:sequence>
<xsd:element name="OtherFeesAmount" type="PosTwelveDigitTwoDecimalType"™ minOccurs="0" maxOccurs="1"/>
<xsd:element name="OtherFeesDate'" type="xsd:date" minOccurs="0" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
<l-- ——>
<xsd:complexType name="PaymentType'>
<xsd:sequence>
<xsd:element name="PaymentAmt" type="PosElevenDigitTwoDecimalType" minOccurs=
<xsd:element name="PaymentDt" type="'xsd:date" minOccurs="1" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
<l-- ——>
<xsd:complexType name="PersonType'>
<xsd:sequence>
<xsd:element name="LastName" type="LastNameType" minOccurs=
H rstName" type—"FlrstNameType minOccur
iddlelnitial™ type="MiddlelnitialType"™ minOccurs="0"/>
SSNum** type—"SSNumType minOccurs="0"/>
Contacts" type="ContactType'/>
DtOfBirth” type="xsd:date" minOccurs="0"/>
Employer™ type="0rgType" minOccurs="0"/>

maxOccurs="1"/>

</xsd:sequence>
</xsd:complexType>
<l-- ——>
<xsd:complexType name="PhoneType'>
<xsd:sequence>
<xsd:element name="PhoneNumType" type="PhoneNumTypeType" minOccurs="1" maxOccurs="1"/>
lIement nam PhoneNum™ type="‘PhoneNumType" minOccurs="1" maxOccurs="1"/>
celement nam PhonevalidInd” type="xsd:boolean"™ minOccurs="0"/>
<xsd:element name="PhoneValidDt" type="xsd:date" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
<l-- ——>
<xsd:complexType name="RepaymentType'>
<xsd:sequence>
<xsd:element name="NextPmtAmt" type="PosElevenDigitTwoDecimalType" minOccurs="0"/>
celement name: NextDueDt" type="'xsd:date" minOccurs="0"/>
<xsd:element ' type="PosNegElevenDigitTwoDe alType'™ minOccurs="0"/>
<xsd:element " type=''xsd:date" minOccurs="0"/>
<xsd:element PmtPlan" type="PmtPlanType' minOccurs="0"/>
<xsd:element LastPmt" type="PaymentType' minOccurs="0" maxOccurs="unbounded"/>
1 PmtBeginDt" type="xsd:date" minOccurs="0"/>
CurrentMonthlyPayment" type="PosElevenDigitTwoDecimalType" minOccurs="0"/>
H CurrintRate"” type="PosSevenDigitThreeDecimalType'" minOccurs="0"/>
<xsd:element name="RepaidPrincipalAmt" type="PosElevenDigitTwoDecimalType" minOccurs="0"/>
<xsd:element CapitalizedIntAmt" type="PosElevenDigitTwoDecimalType" minOccurs="0"/>
<xsd:element TotalPreviousPayments' type="PosTwelveDigitTwoDecimalType" minOccurs="0" maxOccurs="1"/>
<xsd:element AccruedInterest"” type="PosTwelveDigitTwoDecimalType" minOccurs="0" maxOccurs="1"/>
H LateFees" type='"LateFeesType' minOccurs="0" maxOccurs="unbounded"/>
CollectionCosts" type="CollectionCostsType' minOccurs="0" maxOccurs="unbounded"/>
B ServicingFees" type="ServicingFeesType"™ minOccurs="0" maxOccurs="unbounded"/>
<xsd:element name="OtherFees" type="OtherFeesType" minOccurs="0" maxOccurs="unbounded"/>
<xsd:element DefermentForbearance' type="DefermentForbearanceType" minOccurs="0" maxOccurs="unbounded"/>
<xsd:element Deferment” type="DefermentForbearanceTimeUsedType" minOccurs="0" maxOccurs="unbounded"/>
<xsd:element Forbearance" type="DefermentForbearanceTimeUsedType" minOccurs="0" maxOccurs="unbounded"/>
celement RepaymentTermRemaining" type='"RepaymentTermRemainingType' minOccurs="0"/>
<xsd:element “'DaysPastDue" type="DaysPastDueType" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
<I-- -—>
<xsd:complexType name="ServicingFeesType'>
<xsd:sequence>
<xsd:element name="ServicingFeesAmount" type="PosTwelveDigitTwoDecimalType" minOccurs="0" maxOccurs="1"/>
<xsd:element name="ServicingFeesDate" type="xsd:date" minOccurs="0" maxOccurs="1"/>
</xsd:sequence>
</xsd:complexType>
<l-- ——>
<xsd:complexType name="'StudentType'>
<xsd:complexContent>
<xsd:extension base="PersonType'>
<xsd:sequence>
<xsd:element name="GradDt" type=''xsd:date'" minOccurs="0"/>
</xsd:sequence>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
<l-- ——>
<xsd:complexType name="SSNumType''>
<xsd:annotation>

<xsd:documentation xml:lang="en">Social Security Number. Data providers do not need to mask the SSN themselves.
Access Provider software masks the SSN and populates the "unmasked" attribute.</xsd:documentation>

</xsd:annotation>
<xsd:simpleContent>
<xsd:extension base="SSNumSimpleType'>
<xsd:attribute name="unmasked">
<xsd:simpleType>
<xsd:restriction base="xsd:
<xsd:minLength value=
<xsd:maxLength value=
</xsd:restriction>
</xsd:simpleType>

The
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</xsd:attribute>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
<xsd:simpleType name="SSNumSimpleType'>
<xsd:restriction base="xsd:string">
<xsd:minLength value=
<xsd:maxLength value=
</xsd:restriction>
</xsd:simpleType>

-—>
-—>
<l-- ——>
<V Fxdksakksx Simple Types -
-—>
<l-- ——>
<l-- -
<xsd:simpleType name="AddrType'>
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="40"/>
</xsd:restriction>
</xsd:simpleType>
<l-- —_—>
<xsd:simpleType name="AddressTypeType'>
<xsd:union memberTypes="AddressTypeEnum xsd:string"/>
</xsd:simpleType>
<xsd:simpleType name="AddressTypeEnum">
<xsd:annotation>
<xsd:documentation xml:lang="en">"P" = Permanent</xsd:documentation>
<xsd:documentation xml:lang="en">"T" = Temporary</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:enumeration value="pP"/>
<xsd:enumeration value="T"/>
</xsd:restriction>
</xsd:simpleType>
<l-- ——>
<xsd:simpleType name="APSUniquelDType'>
<xsd:annotation>
<xsd:documentation xml:lang="en">This simpleType is used </xsd:documentation>
<xsd:documenta g="en">excluseivly by the </xsd:documentation>
<xsd:documentation xml:lang="en"">Access Provider Software</xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:
<xsd:mininclusive value="00000"/>
<xsd:maxInclusive value='99999"/>
</xsd:restriction>
</xsd:simpleType>
<I-- -—>

<xsd:simpleType name="AwardldType'>
<xsd:annotation>

<xsd:documentation xml:lang="en"">For FFELP, the CommonLine Unique ldentifier</xsd:documentation>

<xsd:documentation xml:lang="en">plus the CommonLine Loan Sequence Number

</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="21"/>
</xsd:restriction>
</xsd:simpleType>

</xsd:documentation>

<I--

<xsd:simpleType name="AwardTypeType''>
<xsd:annotation>

<xsd:documentation

ang
<xsd:documenta
ang=
ang

<xsd:documentation ang

<xsd:documentation ang n'>
<xsd:documenta ang n>
<xsd:documentation an n''>

<xsd:documentation
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength value
<xsd:maxLength value=
</xsd:restriction>
</xsd:simpleType>

9
xml : lang=""en"">

ang="en">to Common Origination and Disbursement,"

en"">Appendix C, for a list of values.
n">In addition to those values, the following
n"">may be returned:

xml:lang="en"">See the Department of Education®s '‘Technical</xsd:documentation>
en"">Reference for Common Record Transmitters

</xsd:documentation>
</xsd:documentation>
</xsd:documentation>
</xsd:documentation>
</xsd:documentation>

“"HEAL™ </xsd:documentation>
“DLConsI™ </xsd:documentation>
"FFELConslI™ </xsd:documentation>
"'SLs™ </xsd:documentation>

<l--

——
<xsd:simpleType name="CityType'>
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="24"/>
</xsd:restriction>
</xsd:simpleType>
-—>

<I--
<xsd:simpleType name="CommonlineErrorType">
<xsd:annotation>

<xsd:documentation xml:lang="en'">See the CommonLine v5 Error Codes Addendum</xsd:documentation>

</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>



<xsd:maxLength value="3"/>

</xsd:restriction>
</xsd:simpleType>
<l-- ——>
<xsd:simpleType name='"‘DataProviderTypeType'>

<xsd:union memberTypes="DataProviderTypeEnum xsd:string"/>
</xsd:simpleType>
<xsd:simpleType name='"‘DataProviderTypeEnum">

<xsd:annotation>

<xsd:documentation = School </xsd:documentation>
<xsd:documentation = Loan Originator </xsd:documentation>
<xsd:documentation = Loan Repayment Servicer </xsd:documentation>
<xsd:documentation = Guaranty Agency </xsd:documentation>
<xsd:documentation = Disbursing Agent </xsd:documentation>
<xsd:documentation = Grant &#38; Scholarship Provider </xsd:documentation>

<xsd:documentation
</xsd:annotation>
<xsd:restriction base="xsd:string">

Financial Aid History Transcript</xsd:documentation>

<xsd:enumeration S"/>

<xsd:enumeration LO"/>
<xsd:enumeration LRS"/>
<xsd:enumeration G"/>

<xsd:enumeration DA"/>
<xsd:enumeration GSP"'/>
<xsd:enumeration FAT""/>

</xsd:restriction>
</xsd:simpleType>
<l-- ——>
<xsd:simpleType name="DaysPastDueType'>
<xsd:restriction base="xsd:string">
<xsd:minLength value
<xsd:maxLength value:
</xsd:restriction>
</xsd:simpleType>
<l-- -
<xsd:complexType name="‘DefermentForbearanceType'>
<xsd:sequence>
<xsd:element name="DefermentForbearanceName" type="DefermentForbearanceNameType" minOccurs=
<xsd:element name="DefermentForbearanceBeginDate" type="xsd:date" minOccurs="0" maxOccurs=
<xsd:element name="DefermentForbearanceEndDate" type=''xsd:date" minOccurs=" maxOccurs="
</xsd:sequence>
</xsd:complexType>
<xsd:simpleType name="DefermentForbearanceNameType">
<xsd:restriction base="xsd:string">
</xsd:restriction>
</xsd:simpleType>
<l-- ——>
<xsd:complexType name="‘DefermentForbearanceTimeUsedType">
<xsd:sequence>
<xsd:element name="DefermentForbearanceTypeCode'>
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:minLength value
<xsd:maxLength value=
</xsd:restriction>
</xsd:simpleType>
</xsd:element>

maxOccurs="1"/>

<xsd:element name="DefermentForbearanceTimeUsed">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
>

<xsd:minLength valu
<xsd:maxLength value=
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
</xsd:sequence>
</xsd:complexType>
<l-- ——>
<xsd:simpleType name="DisbHoldType'>
<xsd:union memberTypes="DisbHoldEnum xsd:string"/>
</xsd:simpleType>
<xsd:simpleType name="DisbHoldEnum">
<xsd:annotation>
<xsd:documentation xm ang="en
<xsd:documentation xml:lang="en">"R"
</xsd:annotation>
<xsd:restriction base="xsd
<xsd:enumeration valu
<xsd:enumeration value=
</xsd:restriction>
</xsd:simpleType>
<l-- ——>
<xsd:simpleType name="DisbStatCdType">
<xsd:union memberTypes="DisbStatCdEnum xsd:string"/>
</xsd:simpleType>
<xsd:simpleType name="DisbStatCdEnum">
<xsd:annotation>
<xsd:documentation xml:lang="en">"A"
<xsd:documentation xm ang="en">"C"
<xsd:documentation xml:lang="en">"D"
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:enumeration valu
<xsd:enumeration valu
<xsd:enumeration value=

Held </xsd:documentation>
Release</xsd:documentation>

Approved but Not Disbursed</xsd:documentation>
Fully Cancelled </xsd:documentation>
Disbursed or Re-lssued </xsd:documentation>
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</xsd:restriction>
</xsd:simpleType>
<l-- ——>
<xsd:simpleType name="DriversLicenseType">
<xsd:restriction base="xsd:string">
<xsd:minLength value=
<xsd:maxLength value="20"/>
</xsd:restriction>
</xsd:simpleType>
<l-- ——>
<xsd:simpleType name="EntityNameType">
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="96"/>
</xsd:restriction>
</xsd:simpleType>
<I-- -—>
<xsd:simpleType name="EntitylDType">
<xsd:annotation>

<xsd:documentation xml:lang="en">0ffice of Postsecondary Education ldentification Number</xsd:documentation>

</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength value:
<xsd:maxLength value="10"/>
</xsd:restriction>
</xsd:simpleType>
<I-- -—>
<xsd:simpleType name="FirstNameType'>
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="12"/>
</xsd:restriction>
</xsd:simpleType>
<l-- ——>
<xsd:simpleType name='"‘GradeLevel IndType">
<xsd:annotation>
<xsd:documentation xm ang="en">See the Grade Level Code values as defined</xsd:documentation>
<xsd:documentation xml:lang="en">in the CommonLine v5 Response @1 record. </xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength value="1"/>
<xsd:maxLength value=
</xsd:restriction>
</xsd:simpleType>
<l-- —_—>
<xsd:simpleType name="LastNameType">
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="35"/>
</xsd:restriction>
</xsd:simpleType>
<I-- -—>
<xsd:simpleType name='"LoanStatType'>
<xsd:annotation>
<xsd:documentation
<xsd:documentation
<xsd:documentation
<xsd:documentation
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength value=
<xsd:maxLength value=
</xsd:restriction>
</xsd:simpleType>
<l-- ——>
<xsd:simpleType name="MiddlelnitialType'>
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="1"/>
</xsd:restriction>
</xsd:simpleType>
<l-- -
<xsd:simpleType name="MPNIndType'>
<xsd:union memberTypes="MPNIndEnum xsd:string"/>
</xsd:simpleType>
<xsd:simpleType name="MPNIndEnum">
<xsd:annotation>
<xsd:documentation xml:lang="en">"Y" = Service Provider has or can </xsd:documentation>
<xsd:documentation = confirm that an MPN exists </xsd:documentation>
<xsd:documentation = Service Provider does not </xsd:documentation>
<xsd:documentation have an MPN </xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd
<xsd:enumeration valu
<xsd:enumeration value=
</xsd:restriction>
</xsd:simpleType>
<l-- —-—>
<xsd:simpleType name="PmtPlanType">
<xsd:annotation>
<xsd:documentation xml:lang="en">Standard </xsd:documentation>
<xsd:documentation xm ang="en"">Graduated </xsd:documentation>
<xsd:documenta n"">Income-Sensitive</xsd:documentation>
<xsd:documentation xml:lang="en">Extended </xsd:documentation>
</xsd:annotation>

xml:lang="en"">Data providers will return NSLDS values if </xsd:documentation>
ang="en''>they can. If they cannot return data from the</xsd:documentation>

“en">full set of NSLDS values, they should return </xsd:documentation>
xml:lang="en">one of the values defined in Issue B-061 </xsd:documentation>
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<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="30"/>
</xsd:restriction>
</xsd:simpleType>

<I--
<xsd:simpleType name="PhoneNumType'>
<xsd:restriction base="xsd:string">
<xsd:minLength value="0"/>
<xsd:maxLength value="17"/>
</xsd:restriction>
</xsd:simpleType>

<I--
<xsd:simpleType name="PhoneNumTypeType'>

<xsd:union memberTypes="PhoneNumTypeEnum xsd:string"/>
</xsd:simpleType>
<xsd:simpleType name="PhoneNumTypeEnum">

<xsd:annotation>

<xsd:documentation xml:lang="en">For Individual Persons:</xsd:documentation>

<xsd:documentation xm = Home

xm = Work

xm = Temporary
<xsd:documentation xm = Mobile
<xsd:documenta xm "0" = Other
<xsd:documentation xml:lang="en">For Organizations:
<xsd:documentation xm ang="en"> "P" = Primary
<xsd:documentation xm ang="en"> '"S" = Secondary

</xsd:annotation>

<xsd:restriction base="xsd:string">
<xsd:enumeration
<xsd:enumeration
<xsd:enumeration
<xsd:enumeration
<xsd:enumeration
<xsd:enumeration
<xsd:enumeration

</xsd:restriction>

</xsd:simpleType>

</xsd:documentation>
</xsd:documentation>
</xsd:documentation>
</xsd:documentation>
</xsd:documentation>
</xsd:documentation>
</xsd:documentation>
</xsd:documentation>

<t--
<xsd:simpleType name="PosTwoDigitAmtType'>
<xsd:restriction base="xsd:int">
<xsd:minInclusive value="00"/>
<xsd:maxInclusive value="99"/>
</xsd:restriction>
</xsd:simpleType>

<I--
<xsd:simpleType name='"PosSevenDigitThreeDecimalType'>
<xsd:restriction base="xsd:decimal’>
<xsd:totalDigits value="7"/>
<xsd:fractionDigits value="3"/>
<xsd:mininclusive value="0000.000"/>
<xsd:maxInclusive value="9999.999"/>
</xsd:restriction>
</xsd:simpleType>

<I--
<xsd:simpleType name="PosNineDigitAmtType">
<xsd:restriction base="xsd:decimal’>
<xsd:totalDigits value="9"/>
<xsd:fractionDigits value="0"/>
<xsd:minInclusive value="000000000"/>
<xsd:maxInclusive value="999999999"/>
</xsd:restriction>
</xsd:simpleType>

<t--
<xsd:simpleType name='"PosElevenDigitTwoDecimalType'>
<xsd:restriction base="xsd:decimal">
<xsd:totalDigits value="11"/>
<xsd:fractionDigits value="2"/>
<xsd:minInclusive value="000000000.00"/>
<xsd:maxInclusive value='999999999.99"/>
</xsd:restriction>
</xsd:simpleType>

<I--
<xsd:simpleType name="PosNegElevenDigitTwoDecimalType'>
<xsd:restriction base="xsd:decimal">
<xsd:totalDigits value="11"/>
<xsd:fractionDigits valu />
<xsd:minInclusive value="-999999999.99"/>
<xsd:maxInclusive value='999999999.99"/>
</xsd:restriction>
</xsd:simpleType>

<I--
<xsd:simpleType name="PosTwelveDigitTwoDecimalType">
<xsd:restriction base="xsd:decimal'>
<xsd:totalDigits value="12"
<xsd:fractionDigits valu
<xsd:minInclusive value="0000000000.00"/>
<xsd:maxInclusive value="9999999999.99"/>
</xsd:restriction>
</xsd:simpleType>

<I--
<xsd:simpleType name='"‘PosFifteenDigitTwoDecimalType">
<xsd:restriction base="xsd:decimal'>
<xsd:totalDigits valu 15"/>
<xsd:fractionDigits value="2"/>
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</xs!
<I--
<xsd

</Xs
<t--
<xsd

</xs
<l--
<xsd

</Xs
<I--
<xsd

</xs!
<xsd

</Xs
<I--
<xsd

</Xs
<l--
<xsd

</xs!
<xsd

</Xs
<l--
<xsd

</xs!
<I--
</xsd:scl

<xsd:mininclusive value="0000000000000.00"/>
<xsd:maxInclusive value="9999999999999.99"/>
</xsd:restriction>
d:simpleType>

:simpleType name="PostalCdType">
<xsd:restriction base="xsd:string">
<xsd:minLength value: />
<xsd:maxLength value="10"/>
</xsd:restriction>

d:simpleType>

:simpleType name="RepaymentTermRemainingType'>
<xsd:restriction base="xsd:string">
<xsd:minLength value=
<xsd:maxLength value=
</xsd:restriction>
d:simpleType>

:simpleType name="RsMsgType"'>
<xsd:annotation>

<xsd:documentation xml:lang="en">Response Message Text</xsd:documentation>

</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength value="1"/>
<!-- xsd:maxLength value="150"/-->
</xsd:restriction>
d:simpleType>

:simpleType name="RsMsgLevelType">

<xsd:union memberTypes="RsMsgLevelEnum xsd:string"/>

d:simpleType>

:simpleType name="RsMsgLevelEnum">

<xsd:annotation>
<xsd:documentation xm ang="en">"E"
<xsd:documentation xm ang="en""
<xsd:documentation xml:lang="en"

</xsd:annotation>

<xsd:restriction base="xsd:
<xsd:enumeration valu
<xsd:enumeration valu
<xsd:enumeration value=

</xsd:restriction>

d:simpleType>

Error </xsd:documentation>
Warning </xsd:documentation>
Information</xsd:documentation>

tring'>
E"/>
W />
1"/>

:simpleType name="StateProvType">
<xsd:annotation>
<xsd:documentation xml:lang="en">See Appendix B in the CommonLine version
<xsd:documentation xml:lang="en">App Send, Response, Disbursement Info,
<xsd:documentation xml:lang="en">or Change Send file descriptions
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:minLength value=
<xsd:maxLength value="2"/>
</xsd:restriction>
d:simpleType>

5</xsd:documentation>
</xsd:documentation>
</xsd:documentation>

:simpleType name="TransferTypeCdType">
<xsd:union memberTypes="TransferTypeCdEnum xsd:string"/>
d:simpleType>
:simpleType name="TransferTypeCdEnum">
<xsd:annotation>
<xsd:documentation xml:lang="" = Lender </xsd:documentation>
<xsd:documenta = Guarantor</xsd:documenta n>
<xsd:documentation xml:lang="en">"S" = Servicer </xsd:documentation>
</xsd:annotation>
<xsd:restriction base="xsd:string">
<xsd:enumeration value="L"/>
<xsd:enumeration value="G"/>
<xsd:enumeration value="S"/>
</xsd:restriction>
d:simpleType>

:simpleType name="URLType'>
<xsd:restriction base="xsd:string">
<xsd:minLength value=
<xsd:maxLength value=
</xsd:restriction>
d:simpleType>

hema>
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Appendix C: Backwards Compatibility Guide

HPC

Meteor 3 uses the High Performance Channel (HPC) protocol to communicate with other
nodes on the network. HPC messages are sent using the SOAP protocol, but their content
can be compressed (ZLIB) and encoded (base64) before being sent. HPC messages are
formatted according to the HPC schema.

HPC has no support for WS-Security. Instead, the SAML assertion and digital signature are
embedded in the HPC content and need to be validated programmatically.

HPC is no longer used by Meteor 4 other than for backwards compatibility due to its lack of
adaptation and support.

HPC Schema

<?xml version="1.0" encoding="UTF-8"?>
<xsd:schema xmlns:xsd="http://www.w3.0rg/2001/XMLSchema’">

<xsd:annotation>
<xsd:documentation xml:lang="en">

</xsd:documentation>
</xsd:annotation>

<xsd:element name="Envelope" type="HPCEnvelopeType"/>

<xsd:complexType name="HPCEnvelopeType'>
<xsd:sequence>
<xsd:element name="Message" type="HPCMessageType'/>
<xsd:element name="Sender" type="HPCSenderType"/>
<xsd:element name="Recipient"” type="HPCRecipientType"/>
<xsd:element name="Transaction" type="HPCTransactionType"/>
<xsd:element name="Package" type="HPCPackageType'/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="HPCMessageType'>

<xsd:attribute name="ID" type="xsd:string"/>

<xsd:attribute name="Timestamp" type="xsd:string" use="required"/>
</xsd:complexType>

<xsd:complexType name="HPCSenderType'>

<xsd:attribute name="ID" type="xsd:string"” default="john"/>

<xsd:attribute name="ContactPhoneNumber" type="xsd:string"” default="(555)555-1212"/>

<xsd:attribute name="ContactEmail" type="xsd:string"” default="sender@someemailserver.123"/>

<xsd:attribute name="System" type="xsd:string" default="HPC Compatibility Implementation for Meteor 4.0"/>
</xsd:complexType>

<xsd:complexType name="HPCRecipientType'>
<xsd:attribute name="ID" type="xsd:string" use="required"/>
</xsd:complexType>

<xsd:complexType name="HPCTransactionType'>
<xsd:attribute name="Type" type=''xsd:string"/>
<xsd:attribute name="Mode" type="HPCMode"/>
</xsd:complexType>

<xsd:complexType name="HPCPackageType'>
<xsd:sequence>
<xsd:element name="Special" type="xsd:string" default=""/>
<xsd:element name="Content" type="HPCContentType'/>
</xsd:sequence>
</xsd:complexType>

<xsd:complexType name="HPCContentType'>
<xsd:simpleContent>
<xsd:extension base="xsd:string">
<xsd:attribute name="Type" type='xsd:string"” use="required"/>
<xsd:attribute name="Encoding" type="HPCEncodingType" use="required"/>
<xsd:attribute name="Compression' type="HPCCompressionType" use="required"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>

<!-- xsd:simpleType name="PhoneNum">

<xsd:restriction base="xsd:string">
<xsd:pattern value="(\d{3})\d{3}-\d{4}"/>
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</xsd:restriction>
</xsd:simpleType-->

<xsd:simpleType name="HPCType'>
<xsd:restriction base="xsd:string">
<xsd:enumeration value="Send"/>
<xsd:enumeration value="Resp"/>
<xsd:enumeration value="Term"/>
<xsd:enumeration value="Err"/>
</xsd:restriction>
</xsd:simpleType>

<xsd:simpleType name="HPCMode">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="sync"/>
<xsd:enumeration value="async"/>
</xsd:restriction>
</xsd:simpleType>

<xsd:simpleType name="HPCEncodingType'>
<xsd:restriction base="xsd:string">
<xsd:enumeration value="none"/>
<xsd:enumeration value="base64"/>
</xsd:restriction>
</xsd:simpleType>

<xsd:simpleType name="HPCCompressionType'>
<xsd:restriction base="xsd:string">
<xsd:enumeration value="none"/>
<xsd:enumeration value="zlib"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:schema>

Example HPC Message

In SOAP Envelope, compressed and encoded

<?xml version="1.0" encoding="utf-8"?7>

<SOAP-ENV:Envelope xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"

xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance'>
<SOAP-ENV:Body>

<ns1:SubmitHPC xmlns:nsl="urn:HPCServer" SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<rawHPCMessage xsi:type="xsd:string">&lt;?xml version="1.0" encoding="UTF-8"?&gt;

&lt;Envelopedgt;

&lt;Message 1D="185e90f-135592276df-f6a78980917ada481ldfe7c7fa8llecal™ Timestamp='Tue Feb 07 13:45:25 EST 2012"/&gt;

&It;Sender ContactEmail="(555)555-1212"
ContactPhoneNumber=
&lt;Recipient ID="DP40-L0"/&gt;
&It;Transaction Type="METEORDATA"/&gt;
&I t;Package&gt;
&lt;Special/&gt;
&It;Content Compression="zlib" Encoding="base64"

sender@someemailserver.123" 1D="john" System="EEAT-Java HPCMessage Version 1.1"/&gt;

Type="METEORDATA"&gt;&l1t; ! [CDATA[eJztWFtz2joQFfu+v8LiPHeMLzgXGZsbBSWPCLZiQ9LX0OhC1AGVsCSYYkv74yYMemNIOWzLRnkhk/sKvVt7uflusVVgdySKgL
OBjARQIZb1g0Y5ByRLA/hwGa l EgbFgNxVM8Xp I c4wgyeKm15xvm8rqgrlapCAENMIX01K4R01YDEMe 1 cQqYyGCQUBUc1JAFTQwomXGGMBwoLZ jAGCs igFeOk8sBCWcqde
a4t61Xj9NjUqoz5pGmy5DGWQA8zDjC3ZUPTDUUTZ81QP62bR3XD/KJIpuR21ZSycRPN1TPE6X1nqgHECR5AY4UHgCWXCBYUmZzknFAYXRWFYM8 1Bh7GQpbL+FbGUNwjazZy
TMyXsOMPPrJ+N7GPCt1AUx9MJ0e3ocUi racnvofXf6laos+Vt2XRIDhPFI127DUPUCZtuysHGmbBCAS2JLb9Z0wpJAXWA7EKou4ohOLkvuSWtcq60ev6DUz97kFb/9qTnA
WC+cUjRMOdxF+Jj9ZTFL+a+0wR6cA06dNRb jDxzmUyyZsDgK4330ZeQSiBDb85mWv1854Kq/tan9S/K+ZLBdFn5JA1JfnHkan/h6ZLNbkROW+1bt9G 1u9/ rnnvkcSh8Qn
/RLgMDgwDCCAVEF62nAJo80Yq75H3gbk0 1K7cIw3195Jc 1 jWM3SX8DM4 IRS+NDUKox7uUWFCOzm2YGCYRbvMbY6ex5FNOQOrZHUFTTHgCYXbATS5kpFFOVVOzYQhEVaupw
iZkaPpZbnzKNsPQwx0ykZsAE4zSYe6pMNIKT jQ14kxn8T704SBF19XBeVMRSEqgm2L i Fxgtgh+WFwS9zmGdQKvcbabR8 i AwmZA3/ rZwdo4GMAJpBAHULoZeLa8TX1 1AW
biqGK21/9eABCLI1fcjkKFZb63seSAvAX/ Ipufb8W2priBidpje9yoe/JyOVTcAP+E2wKVRZAT7HaCQONuv/ 1KL i IndNkzg9MLVvXNdTcbXTccubN8Yb6LMz2Qr7xZifpC
bTdNOBJZdJIx5UB/5dvLxPdHZKta+wx jwMBtFqcXeits50627hnt0Yx//FtzpeXNt2uSiKAeRKkeC+y7ETpOOpmFKXKEZ 1zZ06VvRMinqwHhufOITU/S33JyvLcgquQroKV
t/GrfiFMi2bW8/d288ksyCKTnah9v9sQVzdN10UFWWoqfvSMj57xD/SMceviW8e5PhtdXU+145VH7 i /Mk1pHrQ3ZG/WMnj5bfR21ut8e8N2VFyy92uNpgC+RCrujmCM4e

70Zm201VufsgsaH49tha+iuXtszfv6P7QeEct2V]]&gt;&lt;/Content&gt;

&lt;/Packagedgt;
&It;/Envelopedgt;
</rawHPCMessage>

</nsl1:SubmitHPC>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

Decompressed, decoded content

<?xml version="1.0" encoding="utf-8"?>
<MeteorDataRequest>
<AssertionSpecifier>

<saml:Assertion xmIns:saml="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-assertion-27.xsd"

AssertionlD="1328640324500" Issuelnstant="2012-02-07T18:45:24+0000" Issuer="nchelp.org/meteor"™ MajorVersion="1" MinorVersion="0">

<saml :AuthenticationStatement Authenticationlnstant="2012-02-07T18:45:24+0000"

AuthenticationMethod="http://nchelp.org">
<saml:Subject>

<saml :Nameldentifier Name="LTI_AP33" SecurityDomain="nchelp.org/meteor"/>

</saml:Subject>

<saml :AuthenticationLocal ity DNSAddress="Iticslt-06" IPAddress="10.10.101.194"/>

</saml :AuthenticationStatement>
<saml :AttributeStatement>
<saml:Subject>

<saml :Nameldentifier Name="LTI_AP33" SecurityDomain="nchelp.org/meteor"/>

</saml:Subject>

<saml:Attribute AttributeName="OrganizationlDType" AttributeNamespace="nchelp.org/meteor'>
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<saml :AttributeValue>SCHOOL</saml :AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<saml :AttributeStatement>
<saml:Subject>
<saml :Nameldentifier Name="LTI_AP33" SecurityDomain="nchelp.org/meteor"/>
</saml:Subject>
<saml:Attribute AttributeName="AuthenticationProcessID" AttributeNamespace="nchelp.org/meteor">
<saml :AttributeValue>1</saml :AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<saml :AttributeStatement>
<saml:Subject>
<saml :Nameldentifier Name="LTI_AP33" SecurityDomain="nchelp.org/meteor"/>
</saml:Subject>
<saml :Attribute AttributeName="OrganizationType" AttributeNamespace="nchelp.org/meteor'>
<saml : AttributeValue>SCHOOL</saml :AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<saml :AttributeStatement>
<saml:Subject>
<saml :Nameldentifier Name="LTI_AP33" SecurityDomain="nchelp.org/meteor"/>
</saml:Subject>
<saml:Attribute AttributeName="OrganizationlD" AttributeNamespace="nchelp.org/meteor'>
<saml :AttributeValue>0PEID</saml :AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<saml :AttributeStatement>
<saml :Subject>
<saml :Nameldentifier Name="LTI_AP33" SecurityDomain="nchelp.org/meteor"/>
</saml:Subject>
<saml:Attribute AttributeName="UserHandle" AttributeNamespace="nchelp.org/meteor">
<saml :AttributeValue>faa</saml :AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<saml :AttributeStatement>
<saml:Subject>
<saml :Nameldentifier Name="LTI_AP33" SecurityDomain="nchelp.org/meteor"/>
</saml:Subject>
<saml :Attribute AttributeName="Level" AttributeNamespace="nchelp.org/meteor >
<saml :AttributeValue>3</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<saml :AttributeStatement>
<saml :Subject>
<saml :Nameldentifier Name="LTI_AP33" SecurityDomain="nchelp.org/meteor"/>
</saml:Subject>
<saml:Attribute AttributeName="Role" AttributeNamespace="nchelp.org/meteor>
<saml :AttributeValue>FAA</saml :AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
<saml:Condition NotBefore="2012-02-07T18:45:24+0000" NotOnOrAfter="2012-02-07T22:45:24+0000"/>
</saml:Assertion>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedlInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal'/>
<ds:Reference URI=""">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature'/>
<ds:Transform Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315#WithComments"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>SibNPLz4qlAVHO43gFSMIKFbQCA=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>gMlavNAmMR3RSXmvjuls8r0Ge9s InaRlwgX7/JBrJXgDBU26ZmWingQ==</ds:SignatureValue>
</ds:Signature>
</AssertionSpecifier>
<AccessProvider>
<MeteorInstitutionldentifier>LTI_AP33</MeteorInstitutionldentifier>
<ID>LTI_AP33</1D>
<lIssuelnstant>2012-02-07T18:45:24+0000</ Issuelnstant>
<UserHandle>faa</UserHandle>
</AccessProvider>
<SSN>101011001</SSN>
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedlInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal"/>
<ds:Reference URI=""">
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature'/>
<ds:Transform Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-20010315#WithComments"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>bJFYMAQBVKQgO6wlojF479M/9Ts=</ds:DigestValue>
</ds:Reference>
</ds:Signedinfo>
<ds:SignatureValue>01hwGVINYxnXKlcv19y8cnHi/eNVmtiehzUb4LeawEsKQtTbWTITDw==</ds:SignatureValue>
</ds:Signature>
</MeteorDataRequest>
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SAML 1.0 Draft

When Meteor was first developed, the SAML 1.0 specification was still in a draft stage.
Meteor implements this draft version of SAML 1.0, not the final SAML 1.0 specification. The
following table lists differences between Meteor 3’s SAML 1.0 draft specification and
Meteor 4’s SAML 2.0 specification.

SAML 1.0 Draft SAML 1.0 Final SAML 2.0
(Meteor 3) (Meteor 4)

http://www.oasis- urn:oasis:names:tc:SAML:1.0:as urn:oasis:names:tc:SAML:2.0:as
Namespace open.org/committees/security/d sertion sertion

ocs/draft-sstc-schema-
assertion-27.xsd

Date Time Format yyyy-MM- xsd:dateTime xsd:dateTime
dd'T’"HH:mm:ssZ

(parseable by Java's
SimpleDateFormat)

In Meteor 3.2, the
Hour field only
contains hours up to
11. Meteor 3.2
cannot distinguish
between AM and PM

SAML Conditions tag <Condition> <Conditions> <Conditions>

SAML 1.0 Draft to Final XSLT

<?xml version="1.0" encoding="UTF-8"?>

<l--
Meteor 3.3.4%s implementation of SAML was created before the SAML 1.0 spec was finalized.
This stylesheet transforms standard SAML 1 into Meteor SAML 1.

—_—>

<xsl:stylesheet version="1.0"
xmlns:xsl="http://www.w3.0rg/1999/XsSL/Transform"
xmIns:samll=""urn:oasis:names:tc:SAML:1.0:assertion"
xmlIns:fn="http://www.w3.0rg/2005/xpath-functions"
xmlns:xsi="http://www.w3.0rg/2001/XVMLSchema-instance">

<xsl:output
method="xml""
encoding="UTF-8" />

<xsl:template match="//samll:Nameldentifier'>
<xsl:element name="saml:Nameldentifier" namespace="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-
assertion-27.xsd">
<xsl:attribute name="Name"><xsl:value-of select="_"/></xsl:attribute>
<xsl:attribute name="SecurityDomain">nchelp.org/meteor</xsl:attribute>
</xsl:element>
</xsl:template>

<xsl:template match="samll:Assertion">
<xsl:element name="saml:Assertion" namespace="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-
assertion-27._xsd">
<xsl:copy-of select="@*[name() != “"xmlns:xsi® and name() != "xsi:type"]"/>
<xsl:call-template name='"timestamp-transform>
<xsl:with-param name="time" select="@Issuelnstant"/>
</xsl:call-template>
<xsl:apply-templates />
</xsl:element>
</xsl:template>

<xsl:template match="//samll:AuthenticationStatement'>
<xsl:element name="saml:AuthenticationStatement' namespace="http://www.oasis-open.org/committees/security/docs/draft-
sstc-schema-assertion-27.xsd">
<xsl:copy-of select="@*[name() != "xmlns:xsi" and name() != "xsi:type"]" />
<xsl:attribute name="AuthenticationMethod">http://nchelp.org</xsl:attribute>
<xsl:call-template name="timestamp-transform">
<xsl:with-param name="time" select="@Authenticationlnstant"/>

</xsl:call-template>
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<xsl:apply-templates/>
</xsl:element>
</xsl:template>

<xsl:template match="//samll:Conditions">
<xsl:element name="saml:Condition" namespace="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-
assertion-27.xsd">
<xsl:call-template name="timestamp-transform">
<xsl:with-param name="time" select="@NotBefore"/>
</xsl:call-template>
<xsl:call-template name="timestamp-transform">
<xsl:with-param name="time" select="@NotOnOrAfter'/>
</xsl:call-template>
</xsl:element>
</xsl:template>

<xsl:template match="//samll:Attribute">
<xsl:element name="saml:Attribute” namespace="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-
assertion-27._xsd">
<xsl:copy-of select="@*[name() != “"xmlns:xsi® and name() != "xsi:type"]" />
<xsl:attribute name="AttributeNamespace">nchelp.org/meteor</xsl:attribute>
<xsl:apply-templates />
</xsl:element>
</xsl:template>

<xsl:template match="//samll:AttributevValue'>
<xsl:element name="saml:AttributeValue"™ namespace="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-
assertion-27.xsd">
<xsl:copy-of select="@*[name() != “"xmlns:xsi® and name() != "xsi:type*]" />
<xsl:apply-templates />
</xsl:element>
</xsl:template>

<xsl:template match="samll:*">
<xsl:element name="saml:{local-name()}" namespace="http://www.oasis-open.org/committees/security/docs/draft-sstc-schema-
assertion-27.xsd">
<xsl:copy-of select="0@*"/>
<xsl:apply-templates/>
</xsl:element>
</xsl:template>

<xsl:template match="@* | node()">
<xsl:copy>
<xsl:apply-templates select="@* | node()"/>
</xsl:copy>
</xsl:template>

<l--
Converts xsd:dateTime data type into Meteor®s custom date time datatype
(parsable by Java“"s SimpleDateFormat)
—_—>
<xsl:template name="timestamp-transform>
<xsl:param name="time"/>
<xsl:variable name="timezone'>
<xsl:choose>
<xsl:when test="contains($time,"Z")">+0000</xsl :when>
<xsl:otherwise><xsl:value-of select="concat(substring( $time, string-length($time) - 5, 3), substring( $time, string-
length($time) - 1))"/></xsl:otherwise>
</xsl:choose>
</xsl:variable>
<xsl:attribute name="{name($time)}""><xsl:value-of select="concat(substring( $time, 1, 19), $timezone)"/></xsl:attribute>
</xsl:template>

</xsl:stylesheet>

Data Provider Request

Meteor 3 data provider requests differ from Meteor 4 according to the following table.
There are subtle differences between Meteor 3.2 and Meteor 3.3 that are noted as well.

Meteor 3.2 Meteor 3.3 Meteor 4

ID attribute Required. Required for Replaced by
compatibility with MeteorlInstitutionldentifier
Meteor 3.2

[ssuelnstant No Issuelnstant tag | yyyy-MM- xsd:dateTime

date time dd’'T’"HH:mm:ssZ

format (parseable by
SimpleDateFormat)
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Meteor 4.0 to Meteor 3.3 XSLT

<?xml version="1.0" encoding="utf-8"?>
<xsl:stylesheet xmIns:xsl="http://www.w3.0rg/1999/XSL/Transform” version="1.0">
<xsl:output method="xml" encoding="UTF-8"/>
<xsl:template match="MeteorDataRequest/@meteorVersion"/>
<xsl:template match="MeteorDataRequest/AccessProvider/MeteorInstitutionldentifier">
<xsl:element name="MeteorInstitutionldentifier">
<xsl:value-of select="."/>
</xsl:element>
<xsl:element name="1D">
<xsl:value-of select="."/>
</xsl:element>
</xsl:template>
<xsl:template match="MeteorDataRequest/AccessProvider/lssuelnstant'>
<xsl:variable name="timezone">
<xsl:choose>
<xsl:when test="contains(.,"Z")">+0000</xsl :when>
<xsl:otherwise>
<xsl:value-of select="concat(substring( ., string-length(.) - 5, 3), substring( ., string-length(.) - 1))"/>
</xsl:otherwise>
</xsl:choose>
</xsl:variable>
<xsl:element name="lIssuelnstant'>
<xsl:value-of select="concat(substring( ., 1, 19), $timezone)"/>
</xsl:element>
</xsl:template>
<xsl:template match="@* | node()">
<xsl:copy>
<xsl:apply-templates select="@* | node()"/>
</xsl:copy>
</xsl:template>
</xsl:stylesheet>

Meteor 4.0 to Meteor 3.2 XSLT

<xsl:stylesheet version="1.0"
xmIns:xsl="http://www.w3.0rg/1999/XSL/Transform">

<xsl:output
method="xml"
encoding="UTF-8" />
<xsl:template match="MeteorDataRequest/@meteorVersion" />
<xsl:template match="MeteorDataRequest/AccessProvider/Issuelnstant'/>
<xsl:template match="MeteorDataRequest/AccessProvider/MeteorlInstitutionldentifier™>
<xsl:element name="I1D" namespace=""">
<xsl:value-of select="."/>
</xsl:element>
</xsl:template>
<xsl:template match="@* | node()">
<xsl:copy>
<xsl:apply-templates select="@* | node()"/>
</xsl:copy>

</xsl:template>
</xsl:stylesheet>

Data Provider Response

The Meteor Data Provider response for Meteor 3 should not include the new elements
introduced into the Meteor 4.0 Schema (see Meteor Data Dictionary). The following also
changed for Meteor 4:

e ‘0000-00-00’ notation for empty dates has been removed since it is not a valid
xsd:date.
Award/GuarDt has been renamed Award/LoanDt
AwardID length has increased to 21
DataProviderType for School has changed from ‘SBS’ to ‘S’
New award types FFELGB and DLGB introduced:
0 If Borrower and Student SSNs are the same and Award type is FFELPLUS or
DLPLUS, the award type is changed to FFELGB and DLGB
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Meteor 4 Data Provider to Meteor 3 Access Provider XSLT

If implementing a 4.0 Data Provider and a request is received from a Meteor 3 access
provider, use this stylesheet to transform the Data Provider Response before sending in an
HPC message.

<xsl:stylesheet version="1.0"
xmIns:xsl="http://www.w3.0rg/1999/XSL/Transform">

<xsl:output
method="xml"
encoding="UTF-8" />

<xsl:template match="//@PESCXMLVersion">
<xsl:attribute name="PESCXMLVersion'>3.0.0</xsl:attribute>
</xsl:template>

<xsl:template match="//Repayment/RepaymentTermRemaining | //Repayment/CurrentMonthlyPayment | //Repayment/DaysPastDue |
//Phone/PhoneValidind | //Phone/PhonevValidDt | //Contacts/Emailvalidind | //Contacts/EmailvalidDt | //Repayment/Deferment |
//Repayment/Forbearance | //Repayment/OnlinePaymentProcessURL | //Repayment/OnlineDeferForbProcessURL |
//MeteorDataProviderlInfo/LoanLocatorActivationlndicator"/>

<xsl:template match="//Award/LoanDt">
<xsl:element name="GuarDt"><xsl:value-of select="_"/></xsl:element>
</xsl:template>

<xsl:template match="//Award/Awardld[string-length(.) > 19]">
<xsl:copy><xsl:value-of select="substring(.,string-length(.) - 19 + 1)"/></xsl:copy>
</xsl:template>

<xsl:template match="//DataProviderType[. = "S"]">
<xsl:copy>SBS</xsl :copy>
</xsl:template>

<xsl:template match="//Contacts/Email">
<xsl:copy><xsl:value-of select="EmailAddress"/></xsl:copy>
</xsl:template>

<xsl:template match="@* | node()">
<xsl:copy>
<xsl:apply-templates select="@* | node()"/>
</xsl:copy>
</xsl:template>

</xsl:stylesheet>

Meteor 3 Data Provider to Meteor 4 Access Provider XSLT

If implementing a 4.0 Access Provider and a response is received from a Meteor 3 Data
Provider, use this stylesheet to transform the response into Meteor 4.

<xsl:stylesheet version="1.0"
xmlIns:xsl="http://www.w3.0rg/1999/XSL/Transform">

<xsl:output
method=""xml"
encoding="UTF-8" />

<xsl:template match="//@PESCXMLVersion">
<xsl:attribute name="PESCXMLVersion'>4.0.0</xsl:attribute>
</xsl:template>

<l--
Remove any 0000-00-00 dates generated by 3.3.4 data providers for empty xsd:date elements
-
<xsl:template match="//AddressInfo/AddrValidDt[. = "0000-00-00"]"/>
<xsl:template match="//Award/AwardBeginDt[. = "0000-00-00"] | //Award/AwardeEndDt[. = “"0000-00-00"] | //Award/LoanStatDt[. =
"0000-00-00"7"/>
<xsl:template match="//CollectionCosts/CollectionCostsDate[. = "0000-00-00"]"/>
<xsl:template match="//Default/DefAvertRqDt[. = "0000-00-00"] | //Default/DefAvertRqCureDt[. = "0000-00-00"] |
//Default/ClaimFilDt[. = "0000-00-00"] | //Default/ClaimPdDt[. = "0000-00-00"] | //Default/EligibilityReinstatementDate[. =
“0000-00-00"]"/>
<xsl:template match="//DefermentForbearance/DefermentForbearanceBeginDate[. = "0000-00-00"] |
//DefermentForbearance/DefermentForbearanceEndDate[. = "0000-00-00"]"/>
<xsl:template match="//Disbursement/SchedDisbDt[. = "0000-00-00"] | //Disbursement/ActualDisbDt[. = "0000-00-00"] |
//Disbursement/DisbStatDt[. = "0000-00-00"] | //Disbursement/CancellationDate[. = "0000-00-00"]"/>
<xsl:template match="//LateFees/LateFeesDate[. = "0000-00-00"]"/>
<l-- PaymentDt is required... xsl:template match="//LastPmt/PaymentDt[. = "0000-00-00"]"><xsl:copy /></xsl:template -->
<xsl:template match="//LoanTransfer/TransferDt[. = "0000-00-00"]"/>
<xsl:template match="//0therFees/OtherFeesDate[. = "0000-00-00"]"/>
<xsl:template match="//Phone//PhonevValidDt[. = "0000-00-00"]"/>
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<xsl:template match="//Reference/DtOfBirth[. = "0000-00-00"] | //Borrower/DtOfBirth[. = "0000-00-00"] | //Student/DtOfBirth[.
= "0000-00-00"] | //Student/GradDt[. = "0000-00-00"]"/>

<xsl:template match="//Repayment/NextDueDt[. = "0000-00-00"] | //Repayment/AcctBalDt[. = "0000-00-00"] |
//Repayment/PmtBeginDt[. = "0000-00-00"]"/>

<xsl:template match="//ServicingFees/ServicingFeesDate[. = "0000-00-00"]"/>

<xsl:template match="//Award/GuarDt"><xsl:if test=". != "0000-00-00"">
<xsl:element name="LoanDt"><xsl:value-of select="_"/></xsl:element>
</xsl:if></xsl:template>

<xsl:template match="//Contacts/Email">
<xsl:copy>
<xsl:element name="EmailAddress">
<xsl:value-of select="."/>
</xsl:element>
</xsl:copy>
</xsl:template>

<xsl:template match="//Award[Student/SSNum = Borrower/SSNum]/AwardType[. = "FFELPLUS"]">
<xsl :copy>FFELGB</xsl:copy>
</xsl:template>

<xsl:template match="//Award[Student/SSNum = Borrower/SSNum]/AwardType[. = *DLPLUS"]">
<xsl:copy>DLGB</xsl:copy>
</xsl:template>

<xsl:template match="//DataProviderType[. = "SBS"]">
<xsl:copy>S</xsl:copy>
</xsl:template>

<xsl:template match="@* | node()">
<xsl:copy>
<xsl:apply-templates select="@* | node()"/>
</xsl:copy>
</xsl:template>

</xsl:stylesheet>
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